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[bookmark: _Toc235387715]1.1 Background
Polish Centre for Music Education CIO ("the Charity") is committed to protecting the privacy, dignity and rights of every individual whose personal information it processes.
The Charity recognises that personal data is entrusted to the organisation by beneficiaries, children and young people, parents and carers, employees, volunteers, Trustees, contractors, funders, supporters and partner organisations. This information is fundamental to the delivery of the Charity's educational, cultural and community programmes and must therefore be handled lawfully, fairly and securely.
As a charity working extensively with children, families and diverse communities, the Board acknowledges that responsible information governance is essential to maintaining public confidence and protecting the people the Charity exists to serve.
Accordingly, the Charity is committed to embedding data protection into every aspect of its governance, operational management and service delivery.
[bookmark: _Toc235387716]1.2 Organisational Context
Polish Centre for Music Education CIO delivers a broad range of activities including music education, performing arts, language learning through music, community wellbeing programmes, cultural events, volunteer engagement, fundraising activities and the operation of The Stork's Nest Community Centre.
These activities require the Charity to process a wide range of personal information, including:
· participant registration details;
· parent and emergency contact information;
· volunteer and employee records;
· Trustee information;
· safeguarding records;
· attendance registers;
· financial and Gift Aid information;
· grant monitoring data;
· photography and video recordings;
· website enquiries;
· fundraising records; and
· communications with members of the public.
The Charity recognises that different categories of information require different levels of protection and that appropriate safeguards must be applied throughout the information lifecycle.
[bookmark: _Toc235387717]1.3 Purpose of this Policy
The purpose of this Policy is to establish a comprehensive framework for the lawful, secure and responsible processing of personal information throughout the Charity.
This Policy aims to:
· ensure compliance with UK data protection legislation;
· protect the rights and freedoms of individuals;
· support consistent organisational practice;
· promote public confidence in the Charity;
· reduce the likelihood of data breaches;
· support effective governance and accountability; and
· establish clear responsibilities for everyone handling personal information on behalf of the Charity.
The Policy provides the overarching framework for information governance and should be read alongside the Charity's associated procedures, guidance documents and operational policies.
[bookmark: _Toc235387718]1.4 Commitment
The Board of Trustees is committed to maintaining the highest standards of information governance.
The Charity will ensure that personal data is:
· processed lawfully, fairly and transparently;
· collected for specified and legitimate purposes;
· limited to what is necessary;
· kept accurate and up to date;
· retained only for as long as necessary;
· protected through appropriate organisational and technical measures; and
· processed in a manner that demonstrates accountability and good governance.
Data protection is regarded not simply as a legal obligation but as an essential component of safeguarding, organisational integrity and public trust.
[bookmark: _Toc235387719]1.5 Relationship with Other Organisational Policies
This Policy forms part of the Charity's wider governance framework and should be read alongside, where applicable:
· Information Security Policy;
· Data Retention and Disposal Policy;
· Data Breach Response Procedure;
· Subject Access Request Procedure;
· Safeguarding Policies;
· Staff Handbook;
· Volunteer Handbook;
· Risk Management Policy;
· Financial Regulations Manual;
· Photography and Media Guidance;
· Records Management Policy; and
· Business Continuity Plan.
Together, these documents establish a coherent system of information governance that supports legal compliance and effective organisational management.
[bookmark: _Toc235387720]Introduction – Summary
	Area
	Organisational Commitment

	Purpose
	To establish a comprehensive framework for protecting personal information.

	Scope
	Applies to all personal data processed by or on behalf of the Charity.

	Commitment
	The Charity will process personal data lawfully, fairly, securely and transparently.

	Governance
	Data protection forms an integral part of safeguarding, governance and operational management.

	Related Documents
	This Policy operates alongside other information governance and organisational policies.



[bookmark: _Toc235387721]2. Purpose
[bookmark: _Toc235387722]2.1 Purpose of this Policy
The purpose of this Data Protection Policy is to establish the principles, responsibilities and organisational arrangements that govern the collection, use, storage, sharing, retention and disposal of personal data processed by Polish Centre for Music Education CIO ("the Charity").
The Policy provides a consistent framework for ensuring that personal information is handled lawfully, fairly, transparently and securely throughout all areas of the Charity's work.
The Charity recognises that personal data is fundamental to the delivery of its charitable purposes. From enrolling children in music programmes and supporting families through community activities to recruiting volunteers, employing staff and administering grant-funded projects, the Charity relies upon the responsible use of information to deliver safe, effective and high-quality services.
This Policy therefore establishes the standards expected of everyone acting on behalf of the Charity and demonstrates the Board's commitment to meeting both its legal obligations and its wider ethical responsibilities.
The Policy applies throughout the complete information lifecycle, from the point at which personal information is first collected until it is securely archived or destroyed in accordance with the Charity's Data Retention and Disposal Policy.
[bookmark: _Toc235387723]2.2 Policy Objectives
The Charity has adopted this Policy to achieve the following objectives.
[bookmark: _Toc235387724]Legal Compliance
To ensure that all personal data is processed in accordance with:
· UK General Data Protection Regulation (UK GDPR);
· Data Protection Act 2018;
· Privacy and Electronic Communications Regulations (PECR), where applicable;
· Information Commissioner's Office (ICO) guidance; and
· any other relevant legislation or statutory requirements.
[bookmark: _Toc235387725]Protection of Individuals
To protect the privacy, dignity and rights of:
· children and young people;
· parents and carers;
· beneficiaries;
· employees;
· volunteers;
· Trustees;
· contractors;
· supporters;
· donors; and
· members of the public whose information is processed by the Charity.
The Charity recognises that strong data protection practices contribute directly to safeguarding, wellbeing and public confidence.
[bookmark: _Toc235387726]Accountability
To establish clear responsibilities for everyone involved in processing personal data and ensure that appropriate governance arrangements are maintained throughout the organisation.
This includes defining the responsibilities of the Board of Trustees, the Chief Executive, employees, volunteers and external organisations acting on behalf of the Charity.
[bookmark: _Toc235387727]Consistency
To promote consistent information handling practices across all programmes, projects, services and operational activities.
Consistent standards reduce the likelihood of errors, improve efficiency and support compliance with legal and regulatory requirements.
[bookmark: _Toc235387728]Security
To ensure that appropriate technical and organisational measures are implemented to protect personal information against:
· accidental loss;
· unauthorised access;
· unlawful disclosure;
· alteration;
· destruction; and
· cyber security threats.
Information security is regarded as a fundamental component of effective data protection.
[bookmark: _Toc235387729]Transparency
To ensure that individuals understand:
· what information the Charity collects;
· why it is collected;
· how it is used;
· who it may be shared with;
· how long it will be retained; and
· the rights available to them under UK data protection legislation.
The Charity is committed to communicating these matters in a clear, accessible and understandable manner.
[bookmark: _Toc235387730]Continuous Improvement
To promote a culture in which information governance is regularly reviewed and improved through:
· staff training;
· policy review;
· internal monitoring;
· lessons learned from incidents;
· regulatory guidance;
· technological developments; and
· organisational learning.
The Charity recognises that effective data protection is an ongoing process rather than a one-time compliance exercise.
[bookmark: _Toc235387731]2.3 Organisational Commitment
The Board of Trustees recognises that responsible information governance is essential to maintaining the trust placed in the Charity by beneficiaries, families, funders, regulators and the wider community.
Accordingly, the Charity is committed to:
· embedding data protection into organisational decision-making;
· applying the principles of Privacy by Design and by Default when developing new services, projects and systems;
· ensuring that personal data is processed only where there is a clear and lawful basis for doing so;
· maintaining appropriate governance and accountability arrangements;
· providing regular training and guidance for those handling personal information;
· responding promptly and appropriately to data protection concerns; and
· fostering a culture in which privacy, confidentiality and information security are recognised as shared organisational responsibilities.
The Board considers compliance with data protection legislation to be an integral component of good governance, effective safeguarding and responsible stewardship of the Charity's resources.



[bookmark: _Toc235387732]Purpose – Summary
	Objective
	Organisational Commitment

	Legal Compliance
	Ensure compliance with UK GDPR, the Data Protection Act 2018 and related legislation.

	Protection of Individuals
	Safeguard the rights and privacy of everyone whose personal data is processed by the Charity.

	Accountability
	Clearly define responsibilities for data protection across the organisation.

	Consistency
	Apply uniform standards for handling personal information.

	Security
	Protect personal data through appropriate organisational and technical measures.

	Transparency
	Be open and clear about how personal data is collected, used and shared.

	Continuous Improvement
	Regularly review and strengthen information governance practices.



[bookmark: _Toc235387733]3. Scope
[bookmark: _Toc235387734]3.1 Scope of this Policy
This Policy applies to all personal data processed by Polish Centre for Music Education CIO ("the Charity"), regardless of the format in which the information is held or the method by which it is processed.
The Policy applies equally to information processed electronically, on paper, verbally where recorded, through cloud-based systems and by any other means used in the course of the Charity's activities.
This Policy forms part of the Charity's wider governance framework and establishes the minimum standards that must be followed whenever personal data is processed on behalf of the Charity.
Compliance with this Policy is mandatory.
Failure to comply may result in disciplinary action, termination of volunteer or contractor arrangements, removal from trustee office where appropriate, contractual remedies or reporting to relevant regulatory authorities where required.

[bookmark: _Toc235387735]3.2 Who this Policy Applies To
This Policy applies to every individual who processes personal data on behalf of the Charity, including but not limited to:
· Trustees;
· the Chief Executive;
· employees (permanent, temporary and fixed-term);
· volunteers;
· freelance tutors and sessional workers;
· contractors and consultants;
· agency workers;
· apprentices, interns and work experience placements;
· students undertaking placements;
· project partners where acting on behalf of the Charity; and
· any third party authorised to process personal information on the Charity's behalf.
Every individual covered by this Policy is expected to understand their responsibilities and complete any mandatory data protection training required by the Charity.
[bookmark: _Toc235387736]3.3 Activities Covered
This Policy applies to all organisational activities involving personal data, including:
[bookmark: _Toc235387737]Governance
· Trustee administration
· Board meetings
· committee papers
· governance records
· declarations of interest
[bookmark: _Toc235387738]Employment
· recruitment;
· payroll;
· personnel records;
· absence management;
· performance management;
· training records.
[bookmark: _Toc235387739]Volunteers
· recruitment;
· onboarding;
· DBS administration;
· rota management;
· supervision;
· recognition programmes.
[bookmark: _Toc235387740]Educational Activities
· participant registrations;
· attendance records;
· safeguarding records;
· emergency contacts;
· assessments;
· communications with parents and carers.
[bookmark: _Toc235387741]Community Programmes
· wellbeing activities;
· workshops;
· cultural events;
· outreach projects;
· community cafés;
· family support initiatives.
[bookmark: _Toc235387742]Fundraising
· donor records;
· Gift Aid administration;
· fundraising campaigns;
· sponsorship;
· grant applications;
· supporter communications.
[bookmark: _Toc235387743]Finance
· invoices;
· supplier records;
· banking information;
· expense claims;
· procurement records.
[bookmark: _Toc235387744]Communications
· website enquiries;
· newsletters;
· mailing lists;
· social media administration;
· photography and video;
· marketing communications.
[bookmark: _Toc235387745]Facilities
Including the operation of The Stork's Nest Community Centre, room bookings, visitor records, building access records, contractor management and health and safety documentation where personal data is processed.
[bookmark: _Toc235387746]3.4 Information Covered
This Policy applies to all personal information processed by the Charity, including:
· names;
· addresses;
· email addresses;
· telephone numbers;
· dates of birth;
· photographs;
· video recordings;
· attendance records;
· safeguarding records;
· financial information;
· employment records;
· volunteer records;
· DBS-related information;
· emergency contact details;
· equality monitoring information;
· health information where required;
· disability information;
· ethnicity where collected lawfully;
· online identifiers;
· IP addresses where applicable; and
· any other information that identifies or could identify a living individual.
Both digital and paper records are covered equally by this Policy.
[bookmark: _Toc235387747]3.5 Systems Covered
The requirements of this Policy apply to all systems used by the Charity to process personal information, including:
· Microsoft 365;
· Outlook;
· SharePoint;
· OneDrive;
· Microsoft Teams;
· Microsoft Forms;
· the Charity website;
· online booking systems;
· accounting software;
· cloud storage;
· fundraising platforms;
· payment processing systems;
· email marketing platforms;
· paper filing systems;
· portable devices;
· laptops;
· mobile telephones;
· removable media where authorised; and
· any future technology adopted by the Charity.
No new system may be introduced without appropriate consideration of data protection requirements and information security risks.
[bookmark: _Toc235387748]3.6 Third-Party Processors
Where the Charity engages external organisations to process personal data on its behalf, this Policy continues to apply.
The Charity will ensure that:
· appropriate due diligence is undertaken before appointing processors;
· written contracts meeting UK GDPR requirements are in place;
· processors provide sufficient guarantees regarding security and compliance;
· processing activities are monitored where appropriate; and
· contracts are reviewed periodically.
Examples of third-party processors may include:
· payroll providers;
· IT support companies;
· website hosting providers;
· cloud software providers;
· email marketing services;
· fundraising platforms;
· payment providers; and
· external evaluators working on funded projects.
[bookmark: _Toc235387749]3.7 Exclusions
This Policy does not apply to:
· information processed solely for personal or household purposes by individuals acting outside their role within the Charity;
· information that has been fully anonymised and can no longer identify an individual;
· publicly available information where no personal data processing is undertaken by the Charity beyond legitimate use.
Where uncertainty exists regarding whether information falls within the scope of this Policy, advice should be sought from the Chief Executive or the designated Data Protection Lead before processing takes place.
[bookmark: _Toc235387750]Scope – Summary
	Area
	Coverage

	People
	Trustees, employees, volunteers, contractors, tutors, agency staff, interns and partners acting on behalf of the Charity.

	Activities
	Governance, education, safeguarding, fundraising, finance, HR, community programmes, communications and facilities management.

	Information
	All personal data, including special category data where lawfully processed.

	Systems
	Paper records, Microsoft 365, cloud platforms, websites, finance systems, booking systems and future technologies.

	Third Parties
	All processors acting on behalf of the Charity must comply with UK GDPR and contractual requirements.

	Application
	Compliance with this Policy is mandatory across the organisation.


[bookmark: _Toc235387751]4. Legal and Regulatory Framework
[bookmark: _Toc235387752]4.1 Introduction
Polish Centre for Music Education CIO ("the Charity") is committed to complying with all applicable legislation governing the processing of personal data within the United Kingdom.
The Charity recognises that compliance with data protection legislation is both a legal obligation and a fundamental element of good governance, safeguarding and public accountability.
The Board of Trustees accepts overall responsibility for ensuring that appropriate arrangements are in place to enable the Charity to meet its statutory obligations.
This Policy has been developed to support compliance with current legislation and recognised best practice and will be reviewed whenever there are significant legislative, regulatory or organisational changes.

[bookmark: _Toc235387753]4.2 Primary Legislation
The Charity processes personal data in accordance with the following legislation.
[bookmark: _Toc235387754]UK General Data Protection Regulation (UK GDPR)
The UK GDPR establishes the principal legal framework governing the processing of personal data within the United Kingdom.
The Regulation sets out:
· the principles governing the processing of personal data;
· the lawful bases for processing;
· the rights of individuals;
· organisational accountability requirements;
· obligations relating to security and confidentiality;
· requirements for managing personal data breaches; and
· responsibilities when engaging third-party processors.
All processing undertaken by the Charity must comply with the requirements of the UK GDPR.
[bookmark: _Toc235387755]Data Protection Act 2018
The Data Protection Act 2018 supplements the UK GDPR and provides the domestic legislative framework for data protection within the United Kingdom.
Among other matters, the Act contains provisions relating to:
· processing of criminal offence data;
· exemptions from certain data subject rights;
· enforcement powers;
· regulatory offences;
· powers of the Information Commissioner's Office (ICO); and
· penalties for non-compliance.
The Charity will ensure that all processing activities comply with both the UK GDPR and the Data Protection Act 2018.
[bookmark: _Toc235387756]Privacy and Electronic Communications Regulations (PECR)
Where the Charity undertakes electronic marketing, operates cookies on its website or sends fundraising communications by electronic means, it will comply with the Privacy and Electronic Communications Regulations (PECR).
This includes ensuring that:
· electronic marketing communications are sent only where an appropriate legal basis exists;
· consent is obtained where required by law;
· recipients can easily withdraw consent; and
· cookie technologies are managed transparently and lawfully.
[bookmark: _Toc235387757]4.3 Regulatory Authority
The Charity recognises the Information Commissioner's Office (ICO) as the United Kingdom's independent supervisory authority for data protection.
The Charity will:
· cooperate fully with the ICO where required;
· comply with statutory reporting obligations;
· implement relevant ICO guidance where appropriate;
· maintain appropriate records demonstrating compliance; and
· respond promptly to regulatory enquiries.
Where a personal data breach meets the statutory reporting threshold, the Charity will notify the ICO without undue delay and, where required by law, within 72 hours of becoming aware of the breach.
[bookmark: _Toc235387758]4.4 Charity Governance
The Charity recognises that effective data protection forms an essential component of good charity governance.
Accordingly, the Board of Trustees will ensure that data protection arrangements support compliance with the expectations of the Charity Commission for England and Wales, including:
· effective governance;
· responsible stewardship of information;
· safeguarding responsibilities;
· financial accountability;
· effective risk management; and
· protection of beneficiaries and the public.
Data protection risks will therefore be incorporated into the Charity's overall governance, risk management and internal assurance framework.
[bookmark: _Toc235387759]4.5 Safeguarding Legislation
As an organisation working extensively with children, young people and families, the Charity recognises the close relationship between safeguarding and data protection.
Personal information may be processed to fulfil safeguarding duties where permitted or required by law.
Where safeguarding concerns arise, information may be shared without consent where there is an appropriate lawful basis and where doing so is necessary to protect a child, young person or vulnerable adult from harm.
The Charity will ensure that safeguarding information sharing is undertaken proportionately, securely and in accordance with relevant legislation and statutory guidance.
[bookmark: _Toc235387760]4.6 Employment Legislation
The Charity will process employee and volunteer information in accordance with applicable employment legislation, tax legislation and pension requirements where relevant.
This includes the lawful processing of information relating to:
· recruitment;
· payroll;
· performance management;
· disciplinary procedures;
· absence management;
· statutory reporting; and
· health and safety obligations.
Employment-related information will be processed only for legitimate organisational purposes and retained in accordance with the Charity's Data Retention and Disposal Policy.
[bookmark: _Toc235387761]4.7 Contractual Obligations
The Charity recognises that data protection responsibilities also arise through contractual arrangements with:
· grant funders;
· commissioners;
· partner organisations;
· suppliers;
· contractors;
· software providers; and
· data processors.
Where contractual obligations exceed the minimum legal requirements, the Charity will ensure that appropriate measures are implemented to fulfil those obligations.
[bookmark: _Toc235387762]4.8 Regulatory Guidance
In addition to legislative requirements, the Charity will have regard to recognised guidance and best practice published by organisations including:
· Information Commissioner's Office (ICO);
· Charity Commission for England and Wales;
· National Cyber Security Centre (NCSC);
· National Council for Voluntary Organisations (NCVO);
· Department for Education, where relevant to safeguarding and children's services; and
· other regulatory or professional bodies appropriate to the Charity's activities.
The Charity recognises that regulatory guidance evolves over time and is committed to maintaining policies and procedures that reflect current best practice.
[bookmark: _Toc235387763]Legal and Regulatory Framework – Summary
	Area
	Organisational Commitment

	UK GDPR
	All processing will comply with the UK GDPR principles and requirements.

	Data Protection Act 2018
	The Charity will comply with all applicable provisions of the Act.

	PECR
	Electronic communications and website technologies will comply with PECR where applicable.

	ICO
	The Charity will cooperate with the Information Commissioner's Office and meet statutory reporting obligations.

	Charity Governance
	Data protection forms part of the Charity's governance and risk management framework.

	Safeguarding
	Personal data may be shared where necessary to protect children or vulnerable adults and where lawful to do so.

	Best Practice
	The Charity will follow recognised regulatory guidance in addition to legal requirements.


	





[bookmark: _Toc235387764]5. Data Protection Principles
[bookmark: _Toc235387765]5.1 Introduction
Polish Centre for Music Education CIO ("the Charity") is committed to ensuring that all personal data is processed in accordance with the seven fundamental principles set out in Article 5 of the UK General Data Protection Regulation (UK GDPR).
These principles underpin every aspect of the Charity's information governance framework and apply to all processing activities, regardless of the type of information, the method of processing or the technology used.
Every individual processing personal data on behalf of the Charity is expected to understand and apply these principles in their day-to-day work.
The Board of Trustees recognises that compliance with these principles is essential to maintaining public confidence, protecting individuals' rights and demonstrating organisational accountability.
[bookmark: _Toc235387766]5.2 Principle 1 – Lawfulness, Fairness and Transparency
The Charity will ensure that all personal data is processed lawfully, fairly and transparently.
This means that personal information will only be collected where there is a valid legal basis for doing so and individuals will be informed clearly about:
· what information is collected;
· why it is required;
· how it will be used;
· who it may be shared with;
· how long it will be retained;
· their rights under UK GDPR; and
· how they can contact the Charity regarding data protection matters.
The Charity will avoid using unnecessarily complex or misleading language and will ensure that privacy information is presented in a clear and accessible format.
[bookmark: _Toc235387767]5.3 Principle 2 – Purpose Limitation
Personal data will only be collected for specified, explicit and legitimate purposes.
Information collected for one purpose will not subsequently be used for an incompatible purpose unless:
· a further lawful basis exists;
· the individual has provided appropriate consent where required;
· the new purpose is compatible with the original purpose; or
· the law specifically permits or requires further processing.
The Charity will ensure that all new projects and services clearly identify the intended purposes for processing before personal information is collected.
[bookmark: _Toc235387768]5.4 Principle 3 – Data Minimisation
The Charity will collect and process only the personal information that is necessary to achieve the identified purpose.
Where possible, forms, databases and administrative processes will be designed to minimise unnecessary collection of information.
The Charity will regularly review:
· registration forms;
· volunteer applications;
· employment records;
· grant monitoring requirements;
· safeguarding documentation; and
· operational processes
to ensure that excessive personal information is not collected or retained.
Staff and volunteers should always ask:
"Do we genuinely need this information to deliver our service or meet a legal obligation?"
If the answer is no, the information should not be collected.
[bookmark: _Toc235387769]5.5 Principle 4 – Accuracy
The Charity will take reasonable steps to ensure that personal information remains accurate, complete and up to date.
Appropriate procedures will be established to:
· update records when individuals notify changes;
· correct inaccurate information promptly;
· remove duplicate records where appropriate;
· review long-term records periodically; and
· ensure that decisions are not based on information known to be inaccurate.
Individuals will be encouraged to notify the Charity if their personal details change.
[bookmark: _Toc235387770]5.6 Principle 5 – Storage Limitation
Personal information will not be retained for longer than is necessary.
The Charity will establish retention periods based upon:
· legal requirements;
· contractual obligations;
· safeguarding responsibilities;
· funding requirements;
· operational necessity; and
· recognised best practice.
At the end of the applicable retention period, information will be securely destroyed, anonymised or archived where lawful and appropriate.
Retention periods are set out in the Charity's Data Retention and Disposal Policy.
[bookmark: _Toc235387771]5.7 Principle 6 – Integrity and Confidentiality (Security)
The Charity will protect personal information against:
· accidental loss;
· unauthorised access;
· unauthorised disclosure;
· accidental destruction;
· malicious attack;
· alteration; and
· misuse.
Appropriate safeguards will include organisational, physical and technical measures such as:
· password protection;
· multi-factor authentication (MFA);
· role-based access controls;
· secure cloud storage;
· encryption where appropriate;
· secure disposal of records;
· staff training;
· secure premises; and
· incident reporting procedures.
Information security is recognised as an integral component of effective data protection.
[bookmark: _Toc235387772]5.8 Principle 7 – Accountability
The Charity accepts responsibility for demonstrating compliance with UK GDPR.
Accordingly, it will maintain appropriate evidence of compliance, including:
· policies and procedures;
· staff training records;
· privacy notices;
· records of processing activities (ROPA);
· contracts with processors;
· data sharing agreements;
· data protection impact assessments (where required);
· breach records;
· audit findings;
· Board reports; and
· policy review records.
The Board of Trustees recognises accountability as an ongoing organisational responsibility rather than a one-off compliance exercise.
[bookmark: _Toc235387773]5.9 Applying the Principles in Practice
Compliance with the UK GDPR principles should be considered whenever the Charity:
· introduces a new service;
· launches a new project;
· applies for grant funding;
· purchases new software;
· collects participant information;
· recruits staff or volunteers;
· organises community events;
· undertakes research or evaluation;
· shares information with partners; or
· develops new digital systems.
Data protection considerations should be integrated into planning from the outset through the principle of Privacy by Design and by Default.


[bookmark: _Toc235387774]Principles – Summary
	Principle
	Organisational Commitment

	Lawfulness, Fairness & Transparency
	Personal data will be processed openly, fairly and with a valid legal basis.

	Purpose Limitation
	Data will only be used for specified and legitimate purposes.

	Data Minimisation
	Only information that is genuinely necessary will be collected.

	Accuracy
	Records will be kept accurate and up to date.

	Storage Limitation
	Personal data will not be retained longer than necessary.

	Integrity & Confidentiality
	Appropriate technical and organisational measures will protect personal information.

	Accountability
	The Charity will be able to demonstrate compliance through governance, documentation and continuous monitoring.


	
	
[bookmark: _Toc235387775]6. Lawful Bases for Processing
[bookmark: _Toc235387776]6.1 Introduction
Polish Centre for Music Education CIO ("the Charity") will process personal data only where a lawful basis exists under Article 6 of the UK General Data Protection Regulation (UK GDPR).
Before collecting or using personal information, the Charity will identify and document the most appropriate lawful basis for the processing activity. The lawful basis will be determined by the purpose of the processing rather than by organisational preference.
The Charity recognises that selecting the correct lawful basis is a fundamental requirement of UK GDPR and supports transparency, accountability and the protection of individuals' rights.
Where processing involves Special Category Data or Criminal Offence Data, an additional condition under the Data Protection Act 2018 and UK GDPR will also be identified.
[bookmark: _Toc235387777]6.2 The Charity's Approach
The Charity will:
· identify the lawful basis before processing begins;
· document the decision within appropriate records;
· explain the lawful basis within relevant Privacy Notices;
· ensure staff understand when different lawful bases apply;
· review the lawful basis if the purpose of processing changes; and
· avoid relying on consent where another lawful basis is more appropriate.
The Charity recognises that changing the lawful basis retrospectively is generally not appropriate and therefore decisions should be made at the outset of each processing activity.
[bookmark: _Toc235387778]6.3 Lawful Basis: Consent
Consent will be relied upon only where individuals are offered a genuine choice and are able to refuse or withdraw consent without disadvantage.
Where consent is used, it must be:
· freely given;
· specific;
· informed;
· unambiguous; and
· capable of being withdrawn at any time.
The Charity will generally rely on consent for activities such as:
· email newsletters and marketing communications;
· optional photography and promotional images;
· certain fundraising communications;
· optional surveys; and
· cookies requiring consent under PECR.
The Charity will maintain records of consent where required and will make it as easy to withdraw consent as it is to provide it.
[bookmark: _Toc235387779]6.4 Lawful Basis: Contract
Personal data may be processed where it is necessary for the performance of a contract or in order to take steps requested before entering into a contract.
Examples include:
· processing course registrations;
· managing room hire agreements;
· administering memberships;
· processing supplier contracts;
· engaging freelancers;
· managing employment contracts; and
· processing payments for services.
Only information necessary to fulfil the contractual relationship will be processed under this lawful basis.
[bookmark: _Toc235387780]6.5 Lawful Basis: Legal Obligation
The Charity will process personal information where required to comply with legal obligations.
Examples include:
· payroll administration;
· tax reporting;
· pension administration where applicable;
· safeguarding obligations;
· charity accounting requirements;
· Gift Aid administration;
· health and safety reporting;
· DBS administration where required by law; and
· responding to lawful requests from public authorities.
Information processed under this lawful basis cannot generally be deleted simply because an individual requests it, where legal obligations continue to apply.
[bookmark: _Toc235387781]6.6 Lawful Basis: Vital Interests
The Charity may process personal information where it is necessary to protect someone's life or prevent serious harm.
This lawful basis is expected to be used only in exceptional circumstances.
Examples include:
· medical emergencies during activities;
· sharing emergency contact information with healthcare professionals;
· emergency safeguarding situations;
· situations involving immediate risk to life or serious injury.
Where possible, another lawful basis will normally apply.
[bookmark: _Toc235387782]6.7 Lawful Basis: Legitimate Interests
Legitimate Interests is expected to be one of the Charity's principal lawful bases.
Before relying upon Legitimate Interests, the Charity will consider:
· the purpose of the processing;
· whether the processing is necessary;
· the reasonable expectations of individuals; and
· whether individuals' rights override the Charity's interests.
Where appropriate, the Charity will complete a Legitimate Interests Assessment (LIA).
Examples include:
· managing volunteer relationships;
· communicating with participants;
· administering community programmes;
· evaluating projects;
· maintaining internal records;
· organisational planning;
· governance activities;
· protecting organisational assets;
· fraud prevention;
· IT security; and
· routine administration.
The Charity recognises that Legitimate Interests should not be used where another lawful basis is clearly more appropriate.
[bookmark: _Toc235387783]6.8 Special Category Data
Where processing involves Special Category Data, the Charity will identify both:
· a lawful basis under Article 6 UK GDPR; and
· an additional condition under Article 9 UK GDPR together with any relevant provisions of the Data Protection Act 2018.
Examples of Special Category Data processed by the Charity may include:
· health information;
· disability information;
· ethnicity (where collected for equality monitoring or funding requirements);
· religious belief where relevant to programme delivery; and
· safeguarding information.
Such information will receive enhanced protection.
[bookmark: _Toc235387784]6.9 Criminal Offence Data
The Charity may process information relating to criminal convictions or criminal offence data where permitted by law.
Examples include:
· DBS checks;
· safeguarding assessments;
· recruitment decisions where legally permitted.
Processing will be undertaken only where appropriate legal conditions have been satisfied and access will be restricted to authorised personnel.
[bookmark: _Toc235387785]6.10 Reviewing Lawful Bases
The Charity will review lawful bases whenever:
· a new service is introduced;
· a new IT system is implemented;
· information is collected for a new purpose;
· legislation changes;
· ICO guidance changes;
· organisational activities significantly change; or
· Data Protection Impact Assessments identify new risks.
Any changes will be documented and reflected within Privacy Notices where appropriate.
[bookmark: _Toc235387786]Lawful Bases – Practical Examples
	Processing Activity
	Likely Lawful Basis

	Course registration
	Contract

	Parent communications about classes
	Contract / Legitimate Interests

	Safeguarding concerns
	Legal Obligation and/or Vital Interests (depending on circumstances)

	Volunteer management
	Legitimate Interests

	Staff payroll
	Legal Obligation

	Trustee records
	Legitimate Interests / Legal Obligation

	Gift Aid administration
	Legal Obligation

	Grant monitoring
	Legitimate Interests (or another basis depending on funder requirements)

	Website enquiries
	Legitimate Interests

	Newsletter subscriptions
	Consent

	Photography for marketing
	Consent (where required) or Legitimate Interests following an assessment, depending on the context and applicable guidance



[bookmark: _Toc235387787]Lawful Bases – Summary
	Lawful Basis
	Typical Use Within the Charity

	Consent
	Marketing, newsletters, optional photography and surveys.

	Contract
	Courses, room hire, employment, supplier agreements and paid services.

	Legal Obligation
	Payroll, Gift Aid, safeguarding duties, accounting and statutory reporting.

	Vital Interests
	Medical emergencies and immediate safeguarding situations.

	Legitimate Interests
	Day-to-day administration, volunteer management, governance, project delivery and organisational management.


[bookmark: _Toc235387788]7. Roles and Responsibilities
[bookmark: _Toc235387789]7.1 Introduction
Effective data protection depends upon clearly defined roles, responsibilities and accountability throughout the organisation.
While the Board of Trustees retains ultimate responsibility for ensuring that the Charity complies with its legal obligations, protecting personal information is a shared responsibility. Every individual acting on behalf of Polish Centre for Music Education CIO ("the Charity") has a duty to handle personal information lawfully, securely and respectfully.
This section sets out the responsibilities of those involved in processing personal data and establishes the governance arrangements that support effective information management across the Charity.
[bookmark: _Toc235387790]7.2 Board of Trustees
The Board of Trustees has ultimate responsibility for ensuring that the Charity complies with UK data protection legislation and maintains effective arrangements for information governance.
The Board will:
· approve this Policy and any significant revisions;
· promote a culture of accountability and compliance;
· ensure that adequate resources are available to support effective data protection;
· oversee significant information governance risks;
· receive assurance regarding compliance where appropriate;
· ensure that serious personal data breaches are reported and managed appropriately;
· monitor organisational performance in relation to data protection; and
· ensure that information governance is integrated into the Charity's wider governance framework.
The Board may delegate operational responsibility for data protection but retains overall accountability.
[bookmark: _Toc235387791]7.3 Chief Executive
The Chief Executive has overall executive responsibility for implementing this Policy and ensuring that appropriate operational arrangements are maintained.
The Chief Executive will:
· promote compliance throughout the organisation;
· ensure that appropriate procedures are developed and maintained;
· allocate responsibilities for information governance;
· ensure staff and volunteers receive appropriate training;
· oversee responses to significant data protection incidents;
· ensure compliance with regulatory requirements;
· report significant matters to the Board where appropriate;
· approve organisational improvements relating to information governance; and
· ensure that adequate technical and organisational measures are maintained.
[bookmark: _Toc235387792]7.4 Data Protection Lead
The Charity will designate an individual to coordinate day-to-day data protection arrangements.
The Data Protection Lead is responsible for supporting compliance across the organisation and acting as the primary point of contact for data protection matters.
Responsibilities include:
· providing advice and guidance to staff and volunteers;
· maintaining data protection documentation;
· coordinating responses to Subject Access Requests;
· maintaining the Record of Processing Activities (ROPA);
· supporting Data Protection Impact Assessments (DPIAs);
· coordinating breach investigations;
· maintaining policy review schedules;
· monitoring compliance activities;
· supporting audits and internal reviews;
· liaising with the Information Commissioner's Office (ICO) where appropriate; and
· maintaining records of mandatory training.
The Data Protection Lead reports to the Chief Executive.
[bookmark: _Toc235387793]7.5 Managers and Project Leads
Managers, programme leads and those supervising staff or volunteers are responsible for ensuring that good data protection practices are embedded within their areas of responsibility.
They will:
· ensure that personal information is collected only where necessary;
· promote secure handling of information;
· ensure staff complete mandatory training;
· report suspected breaches promptly;
· monitor local compliance;
· support investigations where required;
· identify emerging risks; and
· implement organisational procedures consistently.
[bookmark: _Toc235387794]7.6 Employees
All employees are responsible for complying with this Policy.
Employees must:
· process personal information only where authorised;
· follow organisational procedures;
· maintain confidentiality;
· protect passwords and access credentials;
· use approved systems only;
· report suspected breaches immediately;
· complete mandatory training;
· cooperate with investigations;
· avoid sharing personal information unnecessarily; and
· seek advice where uncertainty exists.
Failure to comply with this Policy may result in disciplinary action.
[bookmark: _Toc235387795]7.7 Volunteers
Volunteers play a vital role within the Charity and are expected to meet the same standards of confidentiality and information handling as employees.
Volunteers will:
· process personal information only where necessary;
· follow organisational procedures;
· maintain confidentiality both during and after volunteering;
· use information solely for authorised Charity purposes;
· report concerns immediately; and
· complete any training required for their role.
Volunteer access to personal information will be limited to what is necessary for their responsibilities.
[bookmark: _Toc235387796]7.8 Contractors, Freelancers and Third Parties
Individuals and organisations processing personal information on behalf of the Charity must comply with applicable contractual and legal requirements.
Where appropriate, the Charity will ensure that:
· written agreements are in place;
· confidentiality obligations are clearly defined;
· appropriate security measures are implemented;
· access is restricted to what is necessary;
· compliance is monitored where appropriate; and
· personal information is returned or securely destroyed when contractual arrangements end.
[bookmark: _Toc235387797]7.9 Everyone Handling Personal Data
Regardless of role, everyone processing personal information on behalf of the Charity is expected to:
· act honestly and responsibly;
· respect confidentiality;
· follow organisational procedures;
· challenge poor information handling practices where appropriate;
· report concerns promptly;
· minimise the information collected;
· keep information secure;
· maintain accurate records;
· complete required training; and
· contribute to a culture of continuous improvement.
Protecting personal information is a shared organisational responsibility.
[bookmark: _Toc235387798]7.10 Escalation of Concerns
Any individual who becomes aware of:
· a suspected personal data breach;
· inappropriate access to information;
· loss of personal information;
· cyber security concerns;
· unauthorised disclosure;
· suspected misuse of personal data; or
· any other information governance concern,
must report the matter immediately in accordance with the Charity's Data Breach Response Procedure.
No individual will be criticised for reporting a genuine concern raised in good faith.
[bookmark: _Toc235387799]Roles and Responsibilities – Summary
	Role
	Primary Responsibilities

	Board of Trustees
	Strategic oversight, governance, assurance and accountability.

	Chief Executive
	Overall operational responsibility for implementing the Policy and ensuring organisational compliance.

	Data Protection Lead
	Day-to-day coordination, advice, monitoring, training and incident management.

	Managers
	Local implementation, supervision and compliance monitoring.

	Employees
	Lawful, secure and confidential handling of personal information.

	Volunteers
	Comply with the same standards as employees within the scope of their role.

	Contractors & Third Parties
	Process personal information in accordance with contractual and legal requirements.

	Everyone
	Protect personal information, report concerns and support a culture of accountability.


[bookmark: _Toc235387800]8. Collecting Personal Data
[bookmark: _Toc235387801]8.1 Introduction
Polish Centre for Music Education CIO ("the Charity") collects personal data only where it is necessary to support its charitable purposes, fulfil legal obligations, deliver services or meet legitimate organisational requirements.
The Charity is committed to ensuring that personal information is collected lawfully, fairly and transparently. Individuals will be informed about the collection and use of their personal information through appropriate Privacy Notices and other communications.
The Charity will only collect information that is relevant, adequate and limited to what is necessary for the specified purpose.
[bookmark: _Toc235387802]8.2 Sources of Personal Data
The Charity may obtain personal information from a variety of sources, including:
[bookmark: _Toc235387803]Directly from Individuals
Personal information provided directly by individuals through:
· registration forms;
· room booking forms;
· employment applications;
· volunteer applications;
· Trustee recruitment;
· funding applications submitted by beneficiaries;
· website enquiries;
· email correspondence;
· telephone conversations;
· face-to-face meetings;
· surveys and feedback forms;
· event registrations; and
· social media enquiries where appropriate.
[bookmark: _Toc235387804]Parents and Carers
Where services are provided to children and young people, personal information may be provided by parents, carers or individuals with parental responsibility.

This may include:
· emergency contacts;
· medical information;
· dietary requirements;
· consent forms;
· attendance information; and
· safeguarding-related information.
[bookmark: _Toc235387805]Partner Organisations
Information may occasionally be received from partner organisations where lawful and appropriate.
Examples include:
· schools;
· local authorities;
· funding organisations;
· healthcare professionals;
· safeguarding agencies;
· community partners; and
· referral organisations.
The Charity will ensure that appropriate lawful bases exist before receiving or processing such information.
[bookmark: _Toc235387806]Publicly Available Sources
Where appropriate, the Charity may collect limited information from publicly available sources such as:
· Companies House;
· the Charity Commission Register;
· publicly available websites;
· social media profiles used for professional purposes; and
· publicly available contact information.
Such information will only be used where lawful and proportionate.
[bookmark: _Toc235387807]8.3 Information Collected
The type of personal information collected will depend upon the purpose of processing.

Examples include:
[bookmark: _Toc235387808]Identity Information
· full name;
· title;
· date of birth;
· gender where relevant;
· nationality where required.
[bookmark: _Toc235387809]Contact Information
· address;
· telephone number;
· email address;
· emergency contact details.
[bookmark: _Toc235387810]Participation Information
· programme registrations;
· attendance records;
· lesson allocations;
· room bookings;
· event participation;
· volunteer availability.
[bookmark: _Toc235387811]Employment Information
· CVs;
· references;
· qualifications;
· employment history;
· right to work documentation;
· payroll details.
[bookmark: _Toc235387812]Financial Information
· bank account details;
· Gift Aid declarations;
· payment records;
· invoices;
· supplier information.
[bookmark: _Toc235387813]Special Category Data
Where necessary and lawful, the Charity may collect limited Special Category Data, including:
· health information;
· disability information;
· dietary requirements;
· accessibility requirements;
· ethnicity where relevant for equality monitoring or funding requirements; and
· safeguarding information.
The collection of such information will always be proportionate to the purpose for which it is required.
[bookmark: _Toc235387814]8.4 Children's Personal Data
The Charity recognises that children's personal information requires particular care and protection.
Where activities involve children and young people, personal information will normally be obtained from a parent, carer or person with parental responsibility unless it is appropriate to collect information directly from the child in accordance with UK GDPR and relevant safeguarding guidance.
Information collected about children will be limited to what is necessary for:
· programme delivery;
· safeguarding;
· emergency planning;
· educational administration;
· communication with families; and
· legal obligations.
The Charity will apply enhanced safeguards to children's information throughout its lifecycle.
[bookmark: _Toc235387815]8.5 Fair Collection
Before or at the time personal information is collected, individuals will normally receive appropriate privacy information explaining:
· who is collecting the information;
· why it is being collected;
· the lawful basis for processing;
· who it may be shared with;
· how long it will be retained;
· whether providing the information is mandatory or optional;
· the individual's rights under UK GDPR; and
· how to contact the Charity regarding data protection matters.
Privacy information will be presented in clear and accessible language.
[bookmark: _Toc235387816]8.6 Data Minimisation at Collection
When designing forms, online systems and administrative processes, the Charity will apply the principle of data minimisation.
Staff should always consider:
· Is this information genuinely necessary?
· Does legislation require us to collect it?
· Could the purpose be achieved with less information?
· Is every field on the form required?
· Will we actually use this information?
Information should never be collected "just in case" it may become useful in the future.
[bookmark: _Toc235387817]8.7 Accuracy at Collection
Reasonable steps will be taken to ensure that information is accurate at the point of collection.
Individuals may be asked periodically to:
· confirm contact details;
· update emergency contacts;
· review medical information;
· verify communication preferences; and
· notify the Charity of any changes.
Where inaccuracies are identified, records will be corrected without undue delay.
[bookmark: _Toc235387818]8.8 Collection Through Technology
The Charity may collect personal information through digital technologies including:
· the Charity website;
· online booking systems;
· Microsoft Forms;
· Microsoft 365;
· email communications;
· online payment platforms;
· online fundraising platforms;
· secure cloud services; and
· electronic surveys.
Where cookies or similar technologies are used, these will be managed in accordance with applicable legislation and the Charity's Cookie Policy.
[bookmark: _Toc235387819]8.9 Unsolicited Personal Information
Occasionally, the Charity may receive personal information that has not been requested.
Where such information is received, the Charity will:
· assess whether there is a lawful reason to retain it;
· securely delete or destroy unnecessary information;
· avoid further processing where no lawful basis exists; and
· document any significant decisions where appropriate.
[bookmark: _Toc235387820]8.10 Monitoring Collection Practices
The Charity will periodically review its methods of collecting personal information to ensure that:
· only necessary information is collected;
· collection methods remain lawful;
· privacy notices remain accurate;
· forms remain proportionate;
· unnecessary fields are removed; and
· new services comply with Privacy by Design principles.




[bookmark: _Toc235387821]Collecting Personal Data – Summary
	Area
	Organisational Commitment

	Sources
	Personal information will be collected from lawful and appropriate sources only.

	Transparency
	Individuals will receive clear privacy information when their data is collected.

	Data Minimisation
	Only information necessary for the identified purpose will be requested.

	Children's Data
	Enhanced safeguards will apply when collecting information relating to children.

	Accuracy
	Reasonable steps will be taken to ensure information is accurate from the outset.

	Technology
	Digital collection methods will comply with UK GDPR and information security requirements.

	Review
	Collection practices will be regularly reviewed to support continuous improvement.


[bookmark: _Toc235387822]9. Processing Personal Data
[bookmark: _Toc235387823]9.1 Introduction
Polish Centre for Music Education CIO ("the Charity") will process personal data only where it is necessary to fulfil its charitable purposes, comply with legal obligations, perform contractual responsibilities or pursue legitimate organisational interests.
All processing activities will be undertaken in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and the principles set out within this Policy.
The Charity recognises that every stage of processing carries responsibilities and that personal information must be managed with care, integrity and respect throughout its lifecycle.
[bookmark: _Toc235387824]9.2 Fair and Lawful Processing
Personal data will only be processed where:
· an appropriate lawful basis has been identified;
· individuals have been provided with appropriate privacy information;
· the processing is necessary for a legitimate organisational purpose;
· processing is proportionate to the purpose;
· the information collected is adequate, relevant and limited to what is necessary; and
· appropriate security measures are in place.
Personal information will never be processed for unlawful, discriminatory or unethical purposes.
[bookmark: _Toc235387825]9.3 Purpose of Processing
The Charity processes personal information to support activities including:
[bookmark: _Toc235387826]Governance
· Board administration;
· Trustee recruitment;
· committee management;
· governance reporting.
[bookmark: _Toc235387827]Educational Services
· programme registration;
· lesson planning;
· attendance monitoring;
· communication with participants;
· educational administration.
[bookmark: _Toc235387828]Community Programmes
· wellbeing activities;
· community events;
· workshops;
· outreach services;
· volunteer coordination.
[bookmark: _Toc235387829]Employment
· recruitment;
· onboarding;
· payroll;
· supervision;
· performance management.
[bookmark: _Toc235387830]Volunteers
· recruitment;
· DBS administration;
· rota planning;
· training;
· recognition.
[bookmark: _Toc235387831]Finance
· accounting;
· budgeting;
· invoicing;
· expense management;
· Gift Aid administration.
[bookmark: _Toc235387832]Fundraising
· grant management;
· donor administration;
· fundraising campaigns;
· impact reporting;
· supporter communications.
[bookmark: _Toc235387833]Safeguarding
· recording concerns;
· managing safeguarding cases;
· protecting children and vulnerable adults;
· statutory information sharing where required.
[bookmark: _Toc235387834]9.4 Processing Standards
When processing personal information, the Charity will ensure that information is:
· used only for authorised purposes;
· accessed only by individuals who require it;
· kept accurate and up to date;
· stored securely;
· protected from unauthorised disclosure;
· retained only for appropriate periods; and
· securely disposed of when no longer required.
Good information governance forms part of everyday organisational practice.


[bookmark: _Toc235387835]9.5 Access to Personal Data
Access to personal information will be granted strictly on a need-to-know basis.
Access permissions will reflect:
· organisational role;
· responsibilities;
· safeguarding requirements;
· operational necessity; and
· information security principles.
The Charity will implement role-based access wherever reasonably practicable.
Individuals must not:
· access records unnecessarily;
· browse information out of curiosity;
· share login credentials;
· permit others to use their accounts; or
· access information beyond their authorised responsibilities.
[bookmark: _Toc235387836]9.6 Sharing Within the Charity
Personal information may be shared internally where necessary to deliver services safely and effectively.
Internal sharing will be:
· proportionate;
· relevant;
· limited to those who require the information;
· appropriately documented where necessary; and
· consistent with safeguarding responsibilities.
The Charity recognises that confidentiality does not prevent appropriate information sharing where there is a legitimate organisational or safeguarding need.


[bookmark: _Toc235387837]9.7 Automated Decision-Making and Profiling
The Charity does not routinely undertake automated decision-making or profiling that produces legal or similarly significant effects for individuals.
Should future organisational activities involve automated decision-making, appropriate safeguards will be implemented and individuals will be informed in accordance with UK GDPR requirements.
[bookmark: _Toc235387838]9.8 Accuracy During Processing
Everyone handling personal information is responsible for ensuring that records remain accurate.
Where inaccurate information is identified, reasonable steps will be taken to:
· verify the correct information;
· amend records promptly;
· notify relevant colleagues where necessary;
· update connected systems where appropriate; and
· maintain an audit trail where significant amendments are made.
[bookmark: _Toc235387839]9.9 Confidentiality
All individuals working on behalf of the Charity are expected to maintain strict confidentiality regarding personal information obtained during their duties.
Confidential information must not be:
· discussed in public places;
· shared through personal email accounts;
· disclosed to family or friends;
· left unattended where unauthorised individuals may access it;
· retained after an individual's relationship with the Charity ends unless authorised by law.
Confidentiality obligations continue after employment, volunteering or trusteeship has ended.

[bookmark: _Toc235387840]9.10 Working Remotely
Where personal information is processed outside Charity premises, individuals must ensure that:
· only authorised devices are used where possible;
· screens cannot easily be viewed by unauthorised persons;
· paper records are kept secure;
· confidential conversations cannot be overheard;
· devices are protected by passwords and multi-factor authentication (MFA), where available;
· information is securely returned or destroyed when work is completed.
Remote working must never reduce the level of protection afforded to personal information.
[bookmark: _Toc235387841]9.11 Continuous Monitoring
The Charity will periodically review processing activities to ensure that:
· lawful bases remain appropriate;
· processing remains necessary;
· unnecessary information is not retained;
· organisational practices remain proportionate;
· new risks are identified;
· technological developments are appropriately managed; and
· processing remains aligned with the Charity's objectives and legal obligations.
[bookmark: _Toc235387842]Processing Personal Data – Summary
	Area
	Organisational Commitment

	Lawful Processing
	Personal data will only be processed where an appropriate lawful basis exists.

	Purpose
	Information will be used solely for legitimate organisational purposes.

	Access
	Access will be restricted on a need-to-know basis.

	Internal Sharing
	Information will be shared only where necessary and proportionate.

	Accuracy
	Records will be maintained accurately throughout their lifecycle.

	Confidentiality
	Everyone handling personal information must maintain confidentiality.

	Remote Working
	The same standards apply regardless of where data is processed.

	Monitoring
	Processing activities will be reviewed regularly to ensure ongoing compliance.


[bookmark: _Toc235387843]10. Special Category Data
[bookmark: _Toc235387844]10.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises that certain categories of personal information require enhanced protection due to their sensitive nature and the potential impact on individuals if such information is misused, lost or disclosed inappropriately.
Special Category Data is afforded additional protection under the UK General Data Protection Regulation (UK GDPR) because it relates to particularly private aspects of an individual's identity.
The Charity will only process Special Category Data where it is necessary, lawful and proportionate, and where an appropriate condition for processing has been identified under Article 9 of the UK GDPR and the Data Protection Act 2018.
The Charity recognises that the processing of Special Category Data requires a higher standard of accountability, security and confidentiality than ordinary personal data.
[bookmark: _Toc235387845]10.2 What is Special Category Data?
Special Category Data includes personal information revealing or relating to:
· racial or ethnic origin;
· political opinions;
· religious or philosophical beliefs;
· trade union membership;
· genetic data;
· biometric data used for identification;
· physical or mental health;
· disability;
· sexual orientation; and
· sex life.
The Charity does not routinely process all categories listed above. However, they are included in this Policy to ensure that any future processing is managed appropriately.


[bookmark: _Toc235387846]10.3 Special Category Data Processed by the Charity
The Charity is most likely to process the following categories of Special Category Data:
[bookmark: _Toc235387847]Health Information
Including, where necessary:
· allergies;
· medical conditions;
· medication requirements;
· accessibility needs;
· emergency medical information;
· first aid records;
· accident records.
[bookmark: _Toc235387848]Disability Information
Including information necessary to:
· provide reasonable adjustments;
· ensure equal access to services;
· support participation;
· comply with equality legislation.
[bookmark: _Toc235387849]Ethnicity
Where voluntarily provided and required for:
· equality monitoring;
· grant reporting;
· measuring community reach;
· funding applications.
The provision of ethnicity information will normally be optional unless required by law.
[bookmark: _Toc235387850]Religious Information
Occasionally, limited information regarding religion or belief may be processed where necessary to:
· support culturally appropriate programme delivery;
· organise community activities;
· respond to participant requests.
Such information will only be processed where relevant.
[bookmark: _Toc235387851]Safeguarding Information
The Charity may process sensitive safeguarding information relating to children or vulnerable adults where necessary to fulfil safeguarding responsibilities.
Safeguarding information will receive the highest level of confidentiality and access restriction within the organisation.
[bookmark: _Toc235387852]10.4 Conditions for Processing
Before processing Special Category Data, the Charity will identify:
· an appropriate lawful basis under Article 6 UK GDPR;
· an additional condition under Article 9 UK GDPR; and
· where applicable, relevant provisions within Schedule 1 of the Data Protection Act 2018.
Examples of Article 9 conditions that may apply include:
· explicit consent;
· employment, social security and social protection;
· vital interests;
· safeguarding of children and individuals at risk;
· substantial public interest;
· provision of health or social care where applicable.
The Charity will ensure that the selected condition is appropriate for the specific processing activity.
[bookmark: _Toc235387853]10.5 Necessity and Data Minimisation
Special Category Data will only be collected where it is genuinely necessary.
Before requesting sensitive information, staff should consider:
· Why is this information required?
· Is it essential for delivering the service?
· Is there a legal obligation?
· Could the objective be achieved without collecting this information?
· Is the amount of information proportionate?
Sensitive information will never be collected simply because it may be useful in the future.
[bookmark: _Toc235387854]10.6 Access Controls
Access to Special Category Data will be strictly restricted.
Only authorised individuals who require access to perform their duties will be permitted to view or process such information.
Enhanced controls may include:
· role-based permissions;
· restricted electronic folders;
· password protection;
· encryption where appropriate;
· locked storage for paper records;
· audit logs;
· regular access reviews.
Access permissions will be reviewed periodically.
[bookmark: _Toc235387855]10.7 Sharing Special Category Data
Special Category Data will only be shared where:
· there is a lawful basis;
· an appropriate Article 9 condition exists;
· sharing is necessary and proportionate;
· appropriate safeguards are in place; and
· the recipient has authority to receive the information.
Examples may include:
· emergency services;
· healthcare professionals;
· safeguarding partners;
· local authorities;
· police where legally required;
· regulators where appropriate.
Only the minimum information necessary will be shared.

[bookmark: _Toc235387856]10.8 Security
The Charity will apply enhanced security measures when handling Special Category Data.
These measures include:
· encrypted electronic storage where appropriate;
· secure cloud systems;
· password-protected access;
· secure destruction of records;
· confidential waste disposal;
· secure transportation of paper records where unavoidable;
· mandatory confidentiality obligations; and
· regular staff awareness training.
[bookmark: _Toc235387857]10.9 Retention
Special Category Data will not be retained longer than necessary.
Retention periods will be determined by reference to:
· legal requirements;
· safeguarding legislation;
· employment legislation;
· funding requirements;
· operational necessity; and
· recognised best practice.
All retention periods are specified within the Charity's Data Retention and Disposal Policy. 
[bookmark: _Toc235387858]10.10 Monitoring and Review
The Charity will regularly review its processing of Special Category Data to ensure:
· continued necessity;
· appropriate lawful bases;
· effective security controls;
· compliance with current legislation;
· compliance with ICO guidance; and
· continuous improvement of organisational practice.
[bookmark: _Toc235387859]Special Category Data – Summary
	Area
	Organisational Commitment

	Necessity
	Sensitive information will only be collected where genuinely required.

	Lawfulness
	Article 6 and Article 9 UK GDPR requirements will be identified before processing begins.

	Access
	Access will be strictly limited to authorised individuals.

	Security
	Enhanced technical and organisational safeguards will protect Special Category Data.

	Sharing
	Sensitive information will only be shared where lawful, necessary and proportionate.

	Retention
	Information will be retained only for appropriate periods.

	Monitoring
	Processing activities will be reviewed regularly to ensure ongoing compliance.


[bookmark: _Toc235387860]11. Children's Data
[bookmark: _Toc235387861]11.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises that children and young people merit specific protection in relation to the processing of their personal data.
Children may be less aware of the risks, consequences and safeguards associated with the processing of personal information. The Charity therefore applies enhanced standards of privacy, security and accountability whenever personal data relating to children is collected, used, shared, retained or otherwise processed.
Protecting children's information is regarded as an essential component of safeguarding and forms part of the Charity's wider commitment to promoting the welfare, safety and wellbeing of children and young people.
[bookmark: _Toc235387862]11.2 Scope
This section applies to all personal data relating to individuals under the age of 18 that is processed by or on behalf of the Charity.
It covers information collected through:
· music education programmes;
· early years activities;
· youth projects;
· holiday programmes;
· community events;
· performances and concerts;
· volunteer activities involving young people;
· safeguarding arrangements;
· online services;
· photography and video recording; and
· any other activity involving children.
[bookmark: _Toc235387863]11.3 Principles
When processing children's personal data, the Charity will:
· always place the child's best interests at the centre of decision-making;
· collect only information that is genuinely necessary;
· explain information in language that is clear and age-appropriate where communicating directly with children;
· apply enhanced security measures;
· minimise access to children's information;
· retain information only for as long as necessary;
· ensure staff understand their responsibilities; and
· integrate safeguarding considerations into information governance.
[bookmark: _Toc235387864]11.4 Information Collected
Depending upon the activity, the Charity may collect information including:
[bookmark: _Toc235387865]Child Details
· full name;
· date of birth;
· age group;
· school year where relevant;
· attendance records.
[bookmark: _Toc235387866]Parent or Carer Information
· names;
· contact details;
· emergency contacts;
· relationship to the child.
[bookmark: _Toc235387867]Health Information
Where necessary:
· allergies;
· medical conditions;
· medication requirements;
· accessibility needs;
· dietary requirements.
[bookmark: _Toc235387868]Participation Information
· lesson enrolment;
· group allocation;
· attendance;
· progress records where appropriate;
· participation in performances and events.
[bookmark: _Toc235387869]Safeguarding Information
Where necessary:
· safeguarding concerns;
· welfare information;
· incident records;
· referrals;
· actions taken.
Only information necessary for delivering safe and effective services will be collected.
[bookmark: _Toc235387870]11.5 Parental Responsibility and Consent
Where required by law or organisational policy, the Charity will obtain consent from a parent, carer or person with parental responsibility before collecting or using a child's personal data.
Consent may be sought for matters including:
· participation in activities;
· emergency medical information;
· photography and video;
· marketing communications;
· optional activities;
· online services where applicable.
Where consent is relied upon as the lawful basis, records of consent will be maintained and individuals will be able to withdraw consent at any time.
The Charity recognises that not all processing involving children relies on consent. Other lawful bases, such as contract, legal obligation or legitimate interests, may apply depending on the circumstances.
[bookmark: _Toc235387871]11.6 Children's Rights
Children whose personal data is processed by the Charity are entitled to the rights provided under UK GDPR, subject to any legal limitations.
The Charity will take reasonable steps to ensure that children, or those acting on their behalf where appropriate, are able to:
· understand how their information is used;
· request access to their information;
· request corrections;
· request deletion where appropriate;
· restrict processing where applicable;
· object to processing where permitted by law.
Requests will be managed in accordance with the Charity's Subject Access Request Procedure.
[bookmark: _Toc235387872]11.7 Safeguarding and Information Sharing
The Charity recognises that protecting children from harm takes precedence over maintaining confidentiality where there is a genuine safeguarding concern.
Where necessary, personal information may be shared with:
· Children's Social Care;
· Police;
· healthcare professionals;
· Local Authorities;
· schools;
· safeguarding partners; or
· other organisations authorised by law.
Information sharing will always be:
· lawful;
· necessary;
· proportionate;
· documented where appropriate; and
· carried out in accordance with the Charity's Safeguarding Policy.
Only the minimum information necessary will be disclosed.
[bookmark: _Toc235387873]11.8 Access to Children's Information
Access to children's personal information will be strictly controlled.
Only individuals who require access for legitimate organisational reasons will be authorised.
This may include:
· the Chief Executive;
· Designated Safeguarding Lead (DSL);
· authorised programme managers;
· authorised tutors where necessary;
· designated administrative staff.
Volunteers will only have access where essential for their role and under appropriate supervision.
[bookmark: _Toc235387874]11.9 Security
The Charity will implement enhanced safeguards to protect children's information.
These include:
· secure electronic storage;
· password-protected systems;
· multi-factor authentication (MFA), where available;
· restricted access permissions;
· encrypted transmission where appropriate;
· secure disposal of records;
· confidential handling of paper files; and
· regular staff training.
Children's safeguarding records will be stored separately from general administrative records wherever reasonably practicable.
[bookmark: _Toc235387875]11.10 Retention
Children's personal information will only be retained for as long as necessary.
Retention periods will reflect:
· safeguarding requirements;
· legal obligations;
· funding requirements;
· educational administration;
· operational necessity; and
· recognised best practice.
Retention periods are specified within the Charity's Data Retention and Disposal Policy.
[bookmark: _Toc235387876]11.11 Online Safety
Where the Charity provides online services, virtual activities or digital communications involving children, reasonable measures will be implemented to ensure that personal information is protected.
These measures may include:
· secure platforms;
· restricted access to meetings;
· password-protected sessions where appropriate;
· moderation of online activities;
· safeguarding procedures for online delivery; and
· staff guidance on digital communication with children.
Online activities will also comply with the Charity's Safeguarding Policy and Online Safety Guidance.
[bookmark: _Toc235387877]11.12 Monitoring and Review
The Charity will regularly review its arrangements for processing children's personal data to ensure they remain lawful, proportionate and aligned with current legislation, ICO guidance and safeguarding best practice.
Lessons learned from incidents, audits, complaints or changes in legislation will be incorporated into future policy reviews and staff training.




[bookmark: _Toc235387878]Children's Data – Summary
	Area
	Organisational Commitment

	Best Interests
	Children's welfare and privacy will be central to all processing activities.

	Data Collection
	Only information necessary for safe and effective service delivery will be collected.

	Parental Responsibility
	Consent will be obtained where required, and parents or carers will receive clear privacy information.

	Safeguarding
	Information may be shared where necessary to protect a child from harm.

	Access
	Children's information will be accessible only to authorised individuals on a need-to-know basis.

	Security
	Enhanced technical and organisational safeguards will protect children's personal data.

	Retention
	Information will be retained only for appropriate periods and disposed of securely.

	Online Safety
	Digital activities involving children will incorporate appropriate privacy and safeguarding measures.



[bookmark: _Toc235387879]12. Photography, Video and Media
[bookmark: _Toc235387880]12.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises that photographs, video recordings and other media play an important role in celebrating achievements, promoting the Charity's work, demonstrating impact to funders and engaging with the wider community.
At the same time, photographs and video recordings frequently constitute personal data under the UK General Data Protection Regulation (UK GDPR) and, where children are involved, require additional safeguards.
The Charity is committed to ensuring that all photography and media activities are undertaken lawfully, respectfully and with due regard for privacy, safeguarding and individual choice.
[bookmark: _Toc235387881]12.2 Scope
This section applies to:
· photographs;
· video recordings;
· audio recordings where individuals can be identified;
· livestreams;
· promotional films;
· social media content;
· website images;
· printed publications;
· newsletters;
· grant reports;
· publicity materials; and
· any other visual or audio media produced by or on behalf of the Charity.
The requirements apply regardless of whether media is captured using professional equipment or mobile devices.
[bookmark: _Toc235387882]12.3 Purposes for Using Images and Recordings
The Charity may use photographs, video recordings and other media for legitimate organisational purposes including:
· celebrating participant achievements;
· promoting educational and community activities;
· reporting to grant funders;
· demonstrating charitable impact;
· encouraging community participation;
· recruiting volunteers;
· fundraising;
· maintaining organisational records;
· documenting performances, exhibitions and events; and
· preserving the Charity's history and heritage.
The Charity will not use images for purposes incompatible with those originally communicated without first considering whether an appropriate lawful basis exists.
[bookmark: _Toc235387883]12.4 Lawful Basis
Before capturing or using identifiable images, the Charity will identify the appropriate lawful basis under UK GDPR.
Depending on the circumstances, this may include:
· consent;
· legitimate interests following an appropriate assessment; or
· another lawful basis where applicable.
Where consent is relied upon, it will be:
· freely given;
· specific;
· informed;
· capable of being withdrawn; and
· appropriately recorded.
The Charity recognises that the appropriate lawful basis may differ depending upon the nature of the event, the audience and the intended use of the images.
[bookmark: _Toc235387884]12.5 Children and Young People
Where photography or filming involves children, the Charity will take particular care to protect their privacy and wellbeing.
Where required, consent will be obtained from a parent, carer or person with parental responsibility before identifiable images are used.
The Charity will respect any decision not to participate in photography or filming and will implement practical arrangements to minimise the risk of unintentionally capturing or publishing images of children whose permission has not been given.
Staff and volunteers responsible for photography at events will be informed of any relevant restrictions before activities begin.
[bookmark: _Toc235387885]12.6 Good Practice
When capturing or using images, the Charity will:
· ensure that individuals are treated with dignity and respect;
· avoid images that could be considered intrusive, inappropriate or misleading;
· avoid highlighting unnecessary personal information;
· represent participants fairly and accurately;
· avoid editing images in a way that creates a false impression;
· consider safeguarding implications before publication; and
· ensure that media reflects the Charity's values of inclusion, respect and diversity.
Images will be selected with care to avoid causing embarrassment, distress or unnecessary attention to individuals.
[bookmark: _Toc235387886]12.7 Publication
Images and recordings may be published through:
· the Charity website;
· social media platforms;
· printed promotional materials;
· newsletters;
· annual reports;
· funding reports;
· presentations;
· partners social media and websites,
· exhibitions; and
· local or national media.
Before publication, reasonable steps will be taken to ensure that:
· the intended use is appropriate;
· any necessary permissions have been addressed;
· no confidential information is visible within the image;
· safeguarding considerations have been reviewed; and
· the publication aligns with the Charity's stated purposes.
[bookmark: _Toc235387887]12.8 Storage and Security
Photographs and recordings will be stored securely using approved organisational systems.
The Charity will:
· restrict access where appropriate;
· avoid storing organisational media on personal devices unless authorised and subject to organisational controls;
· use secure cloud storage where appropriate;
· maintain appropriate backup arrangements; and
· securely delete media when it is no longer required.
[bookmark: _Toc235387888]12.9 Third-Party Photography
The Charity recognises that parents, carers, visitors and members of the public may take photographs during events.
Where appropriate, the Charity will provide guidance to attendees encouraging respectful use of photographs and reminding them to consider the privacy of other participants before sharing images publicly.
The Charity cannot control images taken independently by members of the public but will take reasonable steps to promote safe and respectful practice at its events.
Professional photographers, videographers or media organisations engaged by the Charity will be expected to comply with applicable contractual, safeguarding and data protection requirements.
[bookmark: _Toc235387889]12.10 Withdrawal of Consent and Objections
Where consent is the lawful basis for publication, individuals may withdraw that consent at any time.
Upon receiving a valid request, the Charity will take reasonable steps to cease future use of the relevant images and, where practicable, remove them from platforms under its control.
The Charity will explain that it may not always be possible to remove images that have already been:
· shared by third parties;
· reproduced in printed publications already distributed;
· archived for legal or historical purposes where retention is justified; or
· published on platforms beyond the Charity's reasonable control.
Each request will be considered promptly and fairly.
[bookmark: _Toc235387890]12.11 Monitoring and Review
The Charity will periodically review its photography and media practices to ensure they remain:
· lawful;
· proportionate;
· consistent with safeguarding responsibilities;
· aligned with current ICO guidance;
· respectful of participants' privacy; and
· supportive of the Charity's reputation and values.





[bookmark: _Toc235387891]Photography, Video and Media – Summary
	Area
	Organisational Commitment

	Purpose
	Media will be used to support the Charity's educational, community and fundraising objectives.

	Lawful Basis
	An appropriate lawful basis will be identified before capturing or publishing identifiable images.

	Children
	Enhanced safeguards will apply whenever children are photographed or filmed.

	Publication
	Images will be published responsibly and in line with the Charity's values and safeguarding responsibilities.

	Storage
	Media will be stored securely using approved organisational systems.

	Third Parties
	Visitors and professional photographers will be expected to respect privacy and safeguarding considerations.

	Withdrawal
	Requests to withdraw consent or object to future use will be handled promptly and fairly.



[bookmark: _Toc235387892]13. Sharing Personal Data
[bookmark: _Toc235387893]13.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises that, in order to deliver its charitable purposes, it is sometimes necessary to share personal data with other organisations or individuals.
The Charity is committed to ensuring that all information sharing is lawful, fair, proportionate and secure. Personal data will only be shared where there is a clear purpose, an appropriate lawful basis and suitable safeguards to protect the rights and freedoms of individuals.
The Charity will not disclose personal information simply because it has been requested. Each request will be considered on its own merits, taking into account legal obligations, safeguarding responsibilities, confidentiality and the principles of UK GDPR.
[bookmark: _Toc235387894]13.2 Principles of Information Sharing
Whenever personal data is shared, the Charity will ensure that the sharing is:
· lawful;
· necessary;
· proportionate;
· accurate;
· timely where appropriate;
· secure; and
· appropriately documented.
The Charity will always seek to share the minimum amount of personal information required to achieve the intended purpose.
[bookmark: _Toc235387895]13.3 Internal Information Sharing
Personal information may be shared internally where necessary to enable the Charity to deliver its services safely and effectively.
Examples include sharing information between:
· the Chief Executive;
· Trustees where appropriate;
· the Designated Safeguarding Lead (DSL);
· programme managers;
· authorised administrative staff;
· finance staff;
· tutors and activity leaders where relevant to programme delivery.
Internal access will always be limited to those with a legitimate need to know.
[bookmark: _Toc235387896]13.4 Sharing with External Organisations
The Charity may share personal information with external organisations where there is an appropriate lawful basis.
Examples include:
[bookmark: _Toc235387897]Safeguarding Agencies
Where necessary to protect children or adults at risk, information may be shared with:
· Children's Social Care;
· Adult Social Care;
· Police;
· healthcare professionals;
· Local Authorities;
· Multi-Agency Safeguarding Hubs (MASH); and
· other safeguarding partners.
Protecting an individual from harm may require information to be shared without consent where permitted by law.
[bookmark: _Toc235387898]Grant Funders
The Charity may provide information to grant funders for purposes including:
· monitoring funded activities;
· evaluating project outcomes;
· demonstrating impact;
· financial assurance;
· compliance with grant conditions.
Where possible, anonymised or aggregated information will be used unless identifiable information is necessary and lawful.
[bookmark: _Toc235387899]Professional Advisers
Personal information may be shared, where necessary, with:
· auditors;
· accountants;
· legal advisers;
· insurers;
· HR advisers; and
· other professional advisers acting on behalf of the Charity.
All advisers are expected to maintain appropriate standards of confidentiality and data protection.
[bookmark: _Toc235387900]Service Providers
The Charity may engage trusted third-party providers to support its activities, including:
· payroll providers;
· IT support;
· cloud software providers;
· website hosting companies;
· email service providers;
· payment processors;
· online booking systems; and
· fundraising platforms.
Where providers process personal data on behalf of the Charity, appropriate Data Processing Agreements will be in place where required by UK GDPR.
[bookmark: _Toc235387901]13.5 Data Sharing Agreements
Where appropriate, formal written Data Sharing Agreements or Information Sharing Agreements will be established.
Such agreements should normally define:
· the purpose of sharing;
· the lawful basis;
· responsibilities of each organisation;
· security requirements;
· retention arrangements;
· procedures for responding to data subject requests;
· breach reporting responsibilities; and
· arrangements for reviewing the agreement.
[bookmark: _Toc235387902]13.6 International Transfers
The Charity will not transfer personal data outside the United Kingdom unless appropriate safeguards are in place in accordance with UK GDPR.
Where international transfers occur through approved cloud services or technology providers, the Charity will ensure that appropriate transfer mechanisms are in place before processing begins.
Further information is provided in Section 14 of this Policy.
[bookmark: _Toc235387903]13.7 Confidentiality
Sharing personal information does not remove the Charity's duty of confidentiality.
Individuals receiving personal data from the Charity are expected to:
· use the information only for the agreed purpose;
· protect it appropriately;
· restrict access to authorised persons;
· report any security incidents promptly; and
· securely dispose of information when no longer required.
[bookmark: _Toc235387904]13.8 Recording Information Sharing
Where appropriate, significant information-sharing decisions should be documented.
Records may include:
· the reason for sharing;
· the lawful basis;
· organisations involved;
· information shared;
· date of sharing;
· authorising individual; and
· any relevant safeguarding considerations.
Maintaining accurate records supports accountability and organisational learning.
[bookmark: _Toc235387905]13.9 Refusing Requests
The Charity recognises that not every request for information should be granted.
Requests may be refused where:
· there is no lawful basis for disclosure;
· disclosure would breach confidentiality;
· disclosure would place an individual at risk;
· the request exceeds what is necessary;
· legislation prevents disclosure; or
· the identity or authority of the requester cannot be verified.
Where appropriate, the Charity will explain the reasons for refusing a request.
[bookmark: _Toc235387906]13.10 Monitoring and Review
The Charity will periodically review its information-sharing arrangements to ensure they remain:
· lawful;
· proportionate;
· secure;
· aligned with organisational needs;
· consistent with safeguarding responsibilities; and
· compliant with current legislation and ICO guidance.



[bookmark: _Toc235387907]Sharing Personal Data – Summary
	Area
	Organisational Commitment

	Lawfulness
	Personal data will only be shared where there is a lawful basis and a clear purpose.

	Minimum Necessary
	Only the minimum information necessary will be disclosed.

	Safeguarding
	Information may be shared without consent where necessary to protect a child or adult at risk and where lawful.

	Third Parties
	Appropriate contracts and safeguards will be in place with service providers and partners.

	Documentation
	Significant information-sharing decisions will be recorded where appropriate.

	Confidentiality
	Sharing information does not remove the obligation to protect confidentiality.

	Review
	Information-sharing practices will be regularly reviewed and improved.



[bookmark: _Toc235387908]14. International Data Transfers
[bookmark: _Toc235387909]14.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises that modern technologies and cloud-based services may involve the transfer or remote processing of personal data outside the United Kingdom.
The Charity is committed to ensuring that any international transfer of personal data complies with the requirements of the UK General Data Protection Regulation (UK GDPR) and that individuals' rights continue to be protected regardless of where their information is processed.
Personal data will not be transferred internationally unless appropriate legal safeguards have been established.
[bookmark: _Toc235387910]14.2 What is an International Transfer?
An international transfer occurs when personal data is:
· sent to an organisation outside the United Kingdom;
· accessed remotely from another country;
· stored on servers located outside the UK; or
· processed by a service provider operating internationally.
The Charity recognises that international transfers can occur even where staff remain in the UK, particularly when using cloud-based software and online services.
[bookmark: _Toc235387911]14.3 Use of Cloud Services
The Charity uses, or may use, reputable cloud-based service providers to support its operations.
These may include services for:
· email;
· document storage;
· collaboration;
· video conferencing;
· online forms;
· accounting;
· fundraising;
· payment processing;
· website hosting;
· customer relationship management (CRM); and
· online booking systems.
Before adopting a new cloud service, the Charity will consider:
· where personal data will be stored;
· whether international transfers are involved;
· the provider's security arrangements;
· the provider's compliance with UK GDPR; and
· whether appropriate contractual safeguards are in place.
[bookmark: _Toc235387912]14.4 Appropriate Safeguards
Where personal data is transferred outside the United Kingdom, the Charity will ensure that one or more appropriate safeguards are in place.
Depending on the circumstances, these may include:
· transfers to countries recognised by the UK Government as providing an adequate level of protection;
· the use of the UK International Data Transfer Agreement (IDTA);
· the UK Addendum to the European Commission's Standard Contractual Clauses (SCCs);
· other transfer mechanisms recognised under UK GDPR.
The Charity will maintain appropriate records demonstrating the basis upon which international transfers are made.
[bookmark: _Toc235387913]14.5 Assessing Risks
Before introducing a service involving international data transfers, the Charity will assess:
· the nature of the personal data involved;
· whether Special Category Data will be processed;
· the volume of information involved;
· potential risks to individuals;
· the security arrangements offered by the provider;
· any relevant guidance published by the Information Commissioner's Office (ICO); and
· whether a Data Protection Impact Assessment (DPIA) is required.
Where risks cannot be adequately mitigated, the proposed service will not be implemented.
[bookmark: _Toc235387914]14.6 Responsibilities
The Chief Executive, supported by the Data Protection Lead, is responsible for ensuring that international data transfers are considered whenever new systems or services are introduced.
Staff and volunteers must not independently introduce new software, applications or online platforms that process personal data without prior approval through the Charity's procurement and information governance processes.
This helps ensure that legal, security and operational risks are properly assessed before personal information is processed.
[bookmark: _Toc235387915]14.7 Security Measures
Where international transfers occur, the Charity will seek to ensure that appropriate technical and organisational safeguards are maintained, including:
· encryption where appropriate;
· multi-factor authentication (MFA);
· role-based access controls;
· contractual confidentiality obligations;
· secure authentication procedures;
· monitoring of provider security arrangements; and
· regular review of service providers.
[bookmark: _Toc235387916]14.8 Monitoring and Review
The Charity will periodically review all systems involving international data transfers to ensure that:
· appropriate safeguards remain in place;
· contractual arrangements remain valid;
· providers continue to meet expected standards;
· changes in legislation or ICO guidance are reflected in organisational practice; and
· unnecessary international transfers are avoided wherever possible.
[bookmark: _Toc235387917]International Data Transfers – Summary
	Area
	Organisational Commitment

	Lawfulness
	International transfers will only take place where UK GDPR requirements are met.

	Cloud Services
	Providers will be assessed before adoption and monitored thereafter.

	Safeguards
	Appropriate legal transfer mechanisms will be implemented where required.

	Risk Assessment
	New systems involving international processing will be assessed before implementation.

	Security
	Technical and organisational safeguards will protect personal information during international processing.

	Governance
	International transfers will be subject to ongoing monitoring and review.



[bookmark: _Toc235387918]15. Information Security
[bookmark: _Toc235387919]15.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises that protecting personal information requires robust organisational, physical and technical security measures.
Information security is fundamental to maintaining the confidentiality, integrity and availability of the information entrusted to the Charity by children, families, staff, volunteers, Trustees, funders, supporters and partner organisations.
The Charity is committed to implementing proportionate security measures appropriate to the nature of the personal data processed, the risks associated with its activities and the resources available to the organisation.
Information security is regarded as a shared organisational responsibility and applies to everyone handling information on behalf of the Charity.
[bookmark: _Toc235387920]15.2 Information Security Principles
The Charity's approach to information security is based upon the following principles:
· Confidentiality – information is accessible only to authorised individuals.
· Integrity – information remains accurate, complete and protected against unauthorised alteration.
· Availability – authorised users can access information when required to deliver services.
· Accountability – access and use of information can be appropriately monitored and demonstrated.
· Resilience – systems and information remain protected during incidents and recover promptly where disruption occurs.
These principles underpin all organisational decisions relating to technology, information management and cyber security.
[bookmark: _Toc235387921]15.3 Organisational Security Measures
The Charity will implement organisational measures including:
· clear information governance policies;
· mandatory confidentiality obligations;
· role-based access to information;
· staff and volunteer training;
· secure working procedures;
· documented incident reporting arrangements;
· regular review of access permissions;
· secure procurement processes for new systems; and
· periodic review of information security risks.
Security responsibilities form part of every individual's role within the Charity.
[bookmark: _Toc235387922]15.4 Technical Security Measures
Where appropriate, the Charity will implement technical controls including:
· password-protected user accounts;
· Multi-Factor Authentication (MFA) for organisational accounts wherever available;
· encryption of devices and storage where appropriate;
· automatic software updates;
· antivirus and anti-malware protection;
· secure cloud storage;
· secure backups;
· firewall protection;
· secure wireless networks; and
· automatic screen locking on organisational devices.
The Charity will keep technical security measures under regular review to respond to evolving cyber threats.
[bookmark: _Toc235387923]15.5 Access Control
Access to information systems will be managed according to the principle of least privilege.
Individuals will receive access only to the information and systems necessary to perform their authorised duties.
The Charity will:
· create individual user accounts where practicable;
· avoid shared accounts unless operationally necessary and appropriately managed;
· review permissions regularly;
· remove access promptly when roles change or individuals leave; and
· monitor administrative access where appropriate.
[bookmark: _Toc235387924]15.6 Password Management
All users are responsible for maintaining the security of their passwords.
Passwords should:
· be unique to organisational accounts;
· not be shared with others;
· be stored securely;
· be changed immediately if compromise is suspected; and
· comply with the Charity's password standards.
Where available, password managers approved by the Charity may be used to support secure password management.
[bookmark: _Toc235387925]15.7 Mobile Devices and Portable Equipment
Laptops, tablets and mobile phones used to process Charity information must be appropriately protected.
Users must:
· keep devices under their control;
· report loss or theft immediately;
· avoid leaving devices unattended in public places;
· use passwords or biometric authentication where available;
· keep operating systems updated; and
· avoid storing unnecessary personal information locally.
Personal devices may only be used for Charity business where authorised and subject to appropriate safeguards.
[bookmark: _Toc235387926]15.8 Email and Electronic Communications
Email remains one of the most common causes of accidental data breaches.
When sending emails containing personal information, individuals must:
· verify recipient addresses before sending;
· use BCC where appropriate for group communications;
· avoid including unnecessary personal information;
· encrypt attachments where appropriate;
· report emails sent in error immediately; and
· remain alert to phishing and social engineering attempts.
Suspicious emails must not be opened or forwarded without appropriate checks.
[bookmark: _Toc235387927]15.9 Physical Security
The Charity will implement reasonable physical safeguards including:
· secure office access;
· lockable storage for confidential paper records;
· controlled access to filing cabinets;
· visitor management where appropriate;
· secure disposal facilities for confidential waste; and
· protection of information displayed in public areas.
Paper records containing personal data must not be left unattended in locations accessible to unauthorised individuals.
[bookmark: _Toc235387928]15.10 Remote and Hybrid Working
Where staff or volunteers work remotely, they must ensure that:
· confidential conversations cannot easily be overheard;
· screens are not visible to unauthorised individuals;
· paper records are securely stored;
· organisational systems are accessed securely;
· public Wi-Fi is avoided unless protected by appropriate security measures (such as a trusted VPN); and
· devices remain physically secure at all times.
Remote working should not reduce the standard of protection applied to personal information.
[bookmark: _Toc235387929]15.11 Information Security Incidents
Any actual or suspected security incident must be reported immediately.
Examples include:
· lost devices;
· phishing attacks;
· malware infections;
· unauthorised access;
· stolen documents;
· accidental disclosure;
· password compromise;
· suspicious system activity.
Incidents will be managed in accordance with the Charity's Data Breach Response Procedure and Incident Reporting Procedure.
[bookmark: _Toc235387930]15.12 Business Continuity
Information security supports the Charity's wider Business Continuity arrangements.
Appropriate measures will be taken to ensure that critical information remains available during incidents affecting:
· technology;
· cyber security;
· utilities;
· buildings;
· equipment; or
· key personnel.
Where necessary, secure backup arrangements will support the restoration of critical information.
[bookmark: _Toc235387931]15.13 Monitoring and Continuous Improvement
The Charity will regularly review its information security arrangements by:
· monitoring incidents and near misses;
· reviewing user access;
· updating software and systems;
· considering guidance issued by the National Cyber Security Centre (NCSC);
· assessing emerging cyber risks; and
· reviewing this Policy and associated procedures.
Information security will be treated as an ongoing process of continuous improvement rather than a one-off compliance exercise.
[bookmark: _Toc235387932]Information Security – Summary
	Area
	Organisational Commitment

	Confidentiality
	Access to information will be restricted to authorised individuals.

	Technical Security
	Appropriate technical safeguards will protect systems and information.

	Access Control
	Access will be based on the principle of least privilege.

	Passwords & MFA
	Strong authentication measures will be used wherever available.

	Physical Security
	Paper and electronic records will be protected against unauthorised access.

	Remote Working
	The same security standards apply outside Charity premises.

	Incident Reporting
	Security incidents will be reported and managed promptly.

	Continuous Improvement
	Security arrangements will be reviewed regularly in response to changing risks.








[bookmark: _Toc235387933]16. Data Subject Rights
[bookmark: _Toc235387934]16.1 Introduction
Polish Centre for Music Education CIO ("the Charity") is committed to respecting and facilitating the rights of individuals whose personal data it processes.
The Charity recognises that transparency, accountability and respect for individual rights are fundamental principles of UK General Data Protection Regulation (UK GDPR).
Individuals have the right to understand how their personal information is used and, in certain circumstances, to exercise specific rights in relation to that information.
The Charity will respond to requests promptly, fairly and in accordance with applicable legislation.
[bookmark: _Toc235387935]16.2 Scope
This section applies to all personal data processed by the Charity, regardless of whether the information relates to:
· participants;
· children;
· parents or carers;
· staff;
· volunteers;
· Trustees;
· donors;
· supporters;
· contractors;
· suppliers; or
· members of the public.
[bookmark: _Toc235387936]16.3 Right to be Informed
Individuals have the right to receive clear information about how the Charity collects and uses their personal data.
The Charity will provide privacy information through appropriate means, including:
· Privacy Notices;
· application forms;
· registration processes;
· websites;
· online forms; and
· other communications where personal data is collected.
Privacy information will normally explain:
· what information is collected;
· why it is collected;
· the lawful basis for processing;
· who information may be shared with;
· how long it will be retained;
· how individuals may exercise their rights; and
· how to contact the Charity regarding data protection matters.
[bookmark: _Toc235387937]16.4 Right of Access
Individuals have the right to request confirmation that the Charity processes their personal data and, where applicable, obtain access to that information.
Access requests will normally be handled in accordance with the Charity's Subject Access Request Procedure.
The Charity will respond within the statutory timescales unless an extension is permitted under UK GDPR.
[bookmark: _Toc235387938]16.5 Right to Rectification
Individuals may request that inaccurate or incomplete personal data is corrected.
Where appropriate, the Charity will:
· investigate the request;
· update records;
· notify relevant recipients where required; and
· inform the individual of the outcome.
Accurate information is essential for safeguarding, service delivery and organisational governance.
[bookmark: _Toc235387939]16.6 Right to Erasure
Individuals may request the deletion of their personal data in circumstances permitted by UK GDPR.
The right to erasure is not absolute.
The Charity may retain information where necessary to:
· comply with legal obligations;
· protect safeguarding records;
· establish, exercise or defend legal claims;
· fulfil contractual responsibilities;
· comply with funding requirements; or
· meet other lawful obligations.
Each request will be considered individually.
[bookmark: _Toc235387940]16.7 Right to Restrict Processing
Individuals may request that the Charity temporarily restrict the processing of their personal data in certain circumstances.
Where processing is restricted, information may still be retained but will not normally be used for other purposes unless permitted by law.
The Charity will notify the individual before any restriction is lifted.
[bookmark: _Toc235387941]16.8 Right to Data Portability
Where applicable, individuals may request to receive personal data they have provided to the Charity in a structured, commonly used and machine-readable format.
Where technically feasible and legally appropriate, the Charity may also transfer that information directly to another organisation upon request.
This right applies only in limited circumstances defined by UK GDPR.
[bookmark: _Toc235387942]16.9 Right to Object
Individuals may object to certain types of processing, including processing based upon:
· legitimate interests;
· public task; or
· direct marketing.
Where an objection is received, the Charity will assess whether compelling legitimate grounds exist to continue processing.
Where required by law, processing will cease.
[bookmark: _Toc235387943]16.10 Rights Relating to Automated Decision-Making
The Charity does not normally make decisions based solely on automated processing that produce legal or similarly significant effects for individuals.
Should this change, the Charity will ensure that appropriate safeguards are implemented in accordance with UK GDPR.
Individuals will have the right to:
· obtain human intervention;
· express their views;
· challenge automated decisions; and
· receive an explanation where appropriate.
[bookmark: _Toc235387944]16.11 Exercising Rights
Individuals wishing to exercise any of their rights may contact the Charity using the contact details provided in the relevant Privacy Notice.
Requests may be submitted:
· in writing;
· by email;
· verbally; or
· through other reasonable means.
The Charity may request proof of identity before responding where necessary to protect personal information.
There is normally no charge for exercising data protection rights unless a request is manifestly unfounded or excessive.
[bookmark: _Toc235387945]16.12 Timescales
The Charity aims to respond to all valid requests as promptly as possible.
Where applicable, requests will normally be answered within one calendar month, unless UK GDPR permits an extension.
Where additional time is required, the individual will be informed of:
· the reason for the extension;
· the revised timescale; and
· their right to complain to the Information Commissioner's Office (ICO).
[bookmark: _Toc235387946]16.13 Complaints
Individuals who are dissatisfied with the Charity's handling of their personal data may raise concerns directly with the Charity in the first instance.
If concerns remain unresolved, individuals have the right to lodge a complaint with the:
Information Commissioner's Office (ICO)
The Charity will cooperate fully with any lawful investigation undertaken by the ICO.
[bookmark: _Toc235387947]16.14 Monitoring and Review
The Charity will monitor requests relating to data subject rights to:
· identify trends;
· improve organisational practice;
· support staff training;
· ensure legal compliance; and
· strengthen public confidence in the Charity's handling of personal information.
[bookmark: _Toc235387948]Data Subject Rights – Summary
	Right
	Charity Commitment

	Right to be Informed
	Clear privacy information will always be provided.

	Access
	Individuals may request copies of their personal information.

	Rectification
	Inaccurate information will be corrected promptly.

	Erasure
	Requests will be considered in accordance with UK GDPR and legal obligations.

	Restriction
	Processing may be restricted where appropriate.

	Portability
	Information will be provided in a suitable format where this right applies.

	Objection
	Objections will be considered fairly and lawfully.

	Automated Decisions
	The Charity does not normally rely on automated decision-making.

	Complaints
	Individuals may complain to both the Charity and the ICO.



[bookmark: _Toc235387949]17. Subject Access Requests (SAR)
[bookmark: _Toc235387950]17.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises the right of individuals to obtain confirmation that their personal data is being processed and, where applicable, to receive access to that information.
The Charity is committed to handling Subject Access Requests (SARs) promptly, fairly and in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and guidance issued by the Information Commissioner's Office (ICO).
Subject Access Requests form an important part of the Charity's commitment to transparency, accountability and respect for individual rights.
[bookmark: _Toc235387951]17.2 What is a Subject Access Request?
A Subject Access Request is a request made by an individual asking for access to personal data held about them.
A request does not need to:
· mention UK GDPR;
· refer specifically to a "Subject Access Request";
· use a particular form; or
· be made in writing.
Any request that clearly asks for personal information held by the Charity should be treated as a potential Subject Access Request.
[bookmark: _Toc235387952]17.3 Who May Make a Request?
Subject Access Requests may be submitted by:
· participants;
· parents or carers acting where appropriate;
· current or former staff;
· volunteers;
· Trustees;
· contractors;
· donors;
· supporters;
· suppliers;
· members of the public; or
· authorised representatives acting on behalf of another individual.
Where a request is made by a representative, the Charity may require evidence of authority before releasing information.
[bookmark: _Toc235387953]17.4 Receiving Requests
Requests may be received:
· by email;
· in writing;
· verbally;
· via social media where appropriate;
· through online forms; or
· during face-to-face conversations.
Any member of staff or volunteer receiving a request must notify the Chief Executive or designated Data Protection Lead without delay.
[bookmark: _Toc235387954]17.5 Identity Verification
Before releasing personal information, the Charity may verify the identity of the requester.
Appropriate verification may include:
· photographic identification;
· confirmation of contact details;
· proof of address;
· confirmation of previous correspondence; or
· other reasonable methods.
The statutory response period will normally begin once sufficient identity verification has been completed.
[bookmark: _Toc235387955]17.6 Locating Information
The Charity will undertake reasonable and proportionate searches to identify relevant personal information.
Searches may include:
· Microsoft 365 email accounts;
· SharePoint and OneDrive;
· paper records;
· safeguarding records;
· finance systems;
· CRM systems;
· booking systems;
· event registration records;
· cloud storage;
· archived files; and
· other organisational records.
Only information relating to the requester will normally be disclosed.
[bookmark: _Toc235387956]17.7 Reviewing Information
Before disclosure, the Charity will carefully review all identified information.
The review will consider whether:
· information relates to the requester;
· disclosure could adversely affect the rights of others;
· legal exemptions apply;
· safeguarding concerns exist;
· confidential references are involved;
· legal privilege applies; or
· additional redaction is necessary.
Third-party personal information will normally be removed or anonymised unless disclosure is lawful.
[bookmark: _Toc235387957]17.8 Responding to Requests
Where appropriate, the Charity will provide:
· confirmation that personal data is processed;
· a copy of relevant personal information;
· the purposes of processing;
· categories of personal data;
· recipients or categories of recipients;
· retention information;
· information about individual rights;
· the right to complain to the ICO; and
· available information regarding the source of the data where applicable.
Information will normally be provided electronically unless another format is requested or more appropriate.
[bookmark: _Toc235387958]17.9 Refusing or Limiting Requests
The Charity may refuse or limit a request where permitted by law.
Examples include where:
· the request is manifestly unfounded;
· the request is excessive;
· legal exemptions apply;
· disclosure would prejudice safeguarding investigations;
· disclosure would reveal information about another individual without lawful justification; or
· disclosure is otherwise restricted by legislation.
Where a request is refused, the Charity will explain:
· the reasons for the decision;
· the individual's rights; and
· how to complain to the ICO.
[bookmark: _Toc235387959]17.10 Timescales
The Charity will normally respond within one calendar month of receiving a valid request and completing any necessary identity verification.
Where requests are particularly complex or numerous, the Charity may extend the response period by up to a further two months as permitted under UK GDPR.
Where an extension is applied, the requester will be informed promptly.
[bookmark: _Toc235387960]17.11 Fees
The Charity will not normally charge a fee for responding to a Subject Access Request.
A reasonable fee may only be charged where permitted by UK GDPR, including where requests are manifestly unfounded, excessive or repetitive.
[bookmark: _Toc235387961]17.12 Record Keeping
The Charity will maintain records of Subject Access Requests including:
· date received;
· requester details;
· identity verification;
· actions taken;
· information disclosed;
· any exemptions applied;
· response date; and
· outcome.
Maintaining accurate records supports accountability and continuous improvement.
[bookmark: _Toc235387962]17.13 Complaints
Individuals dissatisfied with the Charity's handling of a Subject Access Request may raise concerns with the Charity.
Where concerns cannot be resolved, individuals may complain to the:
Information Commissioner's Office (ICO)
The Charity will cooperate fully with any lawful investigation undertaken by the ICO.
[bookmark: _Toc235387963]17.14 Monitoring and Review
The Charity will periodically review Subject Access Requests in order to:
· identify recurring issues;
· improve organisational procedures;
· support staff training;
· strengthen information governance; and
· ensure ongoing legal compliance.
Lessons learned from requests will be incorporated into future policy reviews where appropriate.





[bookmark: _Toc235387964]Subject Access Requests – Summary
	Area
	Organisational Commitment

	Receiving Requests
	Requests will be recognised regardless of the format in which they are received.

	Identity Verification
	Identity will be verified before personal information is disclosed where necessary.

	Searches
	Reasonable searches will be undertaken across all relevant organisational systems.

	Review
	Information will be reviewed carefully before disclosure.

	Response
	Responses will normally be provided within one calendar month.

	Exemptions
	Legal exemptions will be applied only where appropriate and documented.

	Record Keeping
	All Subject Access Requests will be recorded and monitored.

	Complaints
	Individuals will be informed of their right to complain to the ICO.



[bookmark: _Toc235387965]18. Personal Data Breaches
[bookmark: _Toc235387966]18.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises that, despite appropriate organisational and technical safeguards, personal data breaches may occur.
The Charity is committed to identifying, reporting, managing and learning from personal data breaches in order to minimise harm to individuals, maintain public trust and comply with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
All staff, volunteers and Trustees share responsibility for reporting suspected breaches promptly.
[bookmark: _Toc235387967]18.2 Definition of a Personal Data Breach
A personal data breach is a security incident leading to the accidental or unlawful:
· destruction;
· loss;
· alteration;
· unauthorised disclosure of; or
· unauthorised access to,
personal data.
A breach may affect electronic records, paper records or verbal disclosures.
[bookmark: _Toc235387968]18.3 Examples of Personal Data Breaches
Examples include:
· sending an email to the wrong recipient;
· losing a laptop, tablet or mobile phone containing Charity information;
· loss or theft of paper files;
· unauthorised access to organisational systems;
· accidental publication of personal information;
· ransomware or malware attacks;
· phishing attacks resulting in compromised accounts;
· disclosure of confidential safeguarding information;
· documents left in public areas;
· incorrect use of "CC" instead of "BCC";
· unauthorised sharing of photographs or videos; and
· inappropriate access by staff or volunteers.
Not every incident will require notification to the Information Commissioner's Office (ICO), but every suspected breach must be assessed.
[bookmark: _Toc235387969]18.4 Immediate Response
Anyone who becomes aware of an actual or suspected personal data breach must report it immediately to the Chief Executive or designated Data Protection Lead.
Individuals must not attempt to conceal incidents.
Where appropriate, immediate action may include:
· containing the breach;
· recovering lost information;
· disabling compromised accounts;
· changing passwords;
· isolating affected systems;
· contacting unintended recipients;
· securing paper records; and
· preserving evidence.
Prompt reporting is essential to minimise harm.
[bookmark: _Toc235387970]18.5 Assessing the Breach
Following notification, the Charity will assess:
· what happened;
· when the incident occurred;
· what information was involved;
· how many individuals were affected;
· whether Special Category Data was involved;
· whether children were affected;
· the likelihood of harm;
· the severity of potential consequences; and
· any immediate actions required.
Each breach will be assessed on its own circumstances.
[bookmark: _Toc235387971]18.6 Notification to the ICO
Where a personal data breach is likely to result in a risk to the rights and freedoms of individuals, the Charity will notify the Information Commissioner's Office (ICO) without undue delay and, where feasible, within 72 hours of becoming aware of the breach.
Where notification is made after 72 hours, the Charity will explain the reasons for the delay.
The Charity will maintain records of all decisions relating to ICO notification.
[bookmark: _Toc235387972]18.7 Informing Affected Individuals
Where a breach is likely to result in a high risk to the rights and freedoms of individuals, the Charity will communicate the breach to affected individuals without undue delay unless an exemption applies.
Communications will normally include:
· a description of the incident;
· the likely consequences;
· actions already taken;
· recommended protective measures;
· contact details for further information; and
· information regarding the individual's rights.
The Charity will seek to communicate in clear, accessible language.
[bookmark: _Toc235387973]18.8 Recording Personal Data Breaches
The Charity will maintain a Personal Data Breach Register.
The register should normally include:
· date and time of the incident;
· description of the breach;
· categories of information affected;
· number of individuals affected;
· likely consequences;
· containment measures;
· notification decisions;
· lessons learned; and
· date the incident was closed.
All breaches will be recorded, including those not reported to the ICO.
[bookmark: _Toc235387974]18.9 Learning from Incidents
Following each breach, the Charity will consider whether improvements are required.
This may include:
· updating policies;
· revising procedures;
· improving staff training;
· strengthening technical controls;
· reviewing supplier arrangements;
· updating risk assessments; or
· introducing additional monitoring.
The Charity is committed to continuous improvement rather than assigning blame for genuine mistakes reported promptly.
[bookmark: _Toc235387975]18.10 Responsibilities
All staff, volunteers and Trustees are responsible for:
· remaining alert to potential breaches;
· reporting incidents immediately;
· cooperating with investigations;
· following organisational procedures; and
· participating in any required learning or training.
The Chief Executive and Trustees are responsible for ensuring that appropriate governance arrangements are in place to manage personal data breaches.
[bookmark: _Toc235387976]18.11 Monitoring and Review
The Charity will periodically review:
· breach trends;
· incident reports;
· root causes;
· effectiveness of corrective actions;
· staff awareness; and
· compliance with reporting requirements.
Information from breach investigations will inform future organisational improvements.
[bookmark: _Toc235387977]Personal Data Breaches – Summary
	Area
	Organisational Commitment

	Reporting
	All suspected breaches will be reported immediately.

	Assessment
	Every incident will be assessed to determine risk and appropriate action.

	ICO Notification
	Reportable breaches will be notified within the statutory timescales.

	Individuals
	Affected individuals will be informed where there is a high risk to their rights and freedoms.

	Recording
	All breaches will be documented in the Personal Data Breach Register.

	Learning
	Lessons learned will be used to strengthen policies, procedures and security measures.

	Governance
	Trustees and senior management will oversee breach management and continuous improvement.






[bookmark: _Toc235387978]19. Data Retention
[bookmark: _Toc235387979]19.1 Introduction
Polish Centre for Music Education CIO ("the Charity") is committed to ensuring that personal data is retained only for as long as necessary to fulfil the purposes for which it was collected and to meet legal, regulatory, safeguarding and operational requirements.
Retaining personal information for longer than necessary increases privacy risks and is inconsistent with the principles of UK General Data Protection Regulation (UK GDPR).
The Charity will therefore implement appropriate retention and secure disposal arrangements for all personal information.
[bookmark: _Toc235387980]19.2 Retention Principles
The Charity will retain personal information only where there is a legitimate reason to do so.
Retention decisions will take account of:
· legal obligations;
· safeguarding requirements;
· contractual obligations;
· funding conditions;
· financial regulations;
· operational needs;
· historical value where appropriate; and
· guidance issued by relevant regulatory bodies.
Once information is no longer required, it will be securely deleted, destroyed or anonymised where appropriate.
[bookmark: _Toc235387981]19.3 Retention Schedule
The Charity maintains a separate Data Retention and Disposal Schedule which specifies the retention periods for different categories of information.
Examples include:
· participant records;
· safeguarding records;
· staff records;
· volunteer records;
· Trustee records;
· financial records;
· payroll information;
· donor information;
· grant documentation;
· contracts;
· CCTV or media where applicable; and
· correspondence.
The Retention Schedule forms part of the Charity's wider information governance framework and will be reviewed regularly.
[bookmark: _Toc235387982]19.4 Secure Storage During Retention
While information is retained, the Charity will ensure that appropriate security measures remain in place.
These include:
· restricted access;
· secure electronic systems;
· password protection;
· encryption where appropriate;
· secure paper filing;
· protection from accidental loss or damage; and
· regular review of access permissions.
Retention does not reduce the Charity's obligation to protect personal information.
[bookmark: _Toc235387983]19.5 Secure Disposal
When personal information reaches the end of its retention period, it will be disposed of securely.
Depending on the format, secure disposal may include:
· permanent deletion from electronic systems;
· secure deletion from cloud storage where appropriate;
· confidential shredding of paper records;
· destruction of removable media; or
· anonymisation where continued use of statistical information is appropriate.
The Charity will seek to ensure that information cannot reasonably be reconstructed after disposal.
[bookmark: _Toc235387984]19.6 Litigation, Complaints and Investigations
Where information is relevant to:
· legal proceedings;
· insurance claims;
· safeguarding investigations;
· complaints;
· regulatory investigations; or
· ongoing disputes,
the Charity may suspend normal retention periods until the matter has been concluded and it is lawful to dispose of the information.
Such decisions will be documented.
[bookmark: _Toc235387985]19.7 Responsibilities
The Chief Executive is responsible for ensuring that appropriate retention arrangements are implemented across the Charity.
Managers are responsible for ensuring that information held within their areas is reviewed regularly and retained only where necessary.
All staff, volunteers and Trustees are responsible for complying with the Charity's retention requirements and securely disposing of information when authorised to do so.
[bookmark: _Toc235387986]19.8 Regular Review
The Charity will periodically review:
· retained information;
· archived records;
· electronic storage;
· paper files;
· cloud storage; and
· backup arrangements.
Where unnecessary information is identified, it will be securely removed in accordance with this Policy and the Data Retention and Disposal Schedule.
[bookmark: _Toc235387987]Data Retention – Summary
	Area
	Organisational Commitment

	Retention
	Personal data will only be kept for as long as necessary.

	Schedule
	A separate Data Retention and Disposal Schedule will define specific retention periods.

	Security
	Information will remain protected throughout its retention period.

	Disposal
	Personal data will be securely deleted or destroyed when no longer required.

	Legal Holds
	Disposal may be delayed where information is required for legal, safeguarding or regulatory purposes.

	Review
	Retained information will be reviewed regularly to minimise unnecessary storage.



[bookmark: _Toc235387988]20. Training and Awareness
[bookmark: _Toc235387989]20.1 Introduction
Polish Centre for Music Education CIO ("the Charity") recognises that effective data protection depends not only on policies and technical controls but also on the knowledge, awareness and behaviour of the people who process personal data.
The Charity is committed to ensuring that all Trustees, employees, volunteers and others acting on its behalf understand their responsibilities under the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and this Policy.
Appropriate education and awareness are essential to maintaining public trust, reducing organisational risk and protecting the rights of individuals.
[bookmark: _Toc235387990]20.2 Scope
Training and awareness requirements apply to all individuals who process personal data on behalf of the Charity, including:
· Trustees;
· employees;
· volunteers;
· sessional workers;
· contractors where appropriate;
· placement students; and
· any other individuals authorised to access the Charity's information.
The level of training provided will reflect the nature of each individual's role and responsibilities.
[bookmark: _Toc235387991]20.3 Induction
All new staff and volunteers who are expected to process personal data will receive appropriate data protection information as part of their induction.
Induction will normally include:
· an introduction to the Charity's Data Protection Policy;
· confidentiality expectations;
· recognising personal data;
· handling children's information;
· safeguarding and confidentiality;
· secure use of organisational systems;
· reporting personal data breaches; and
· where to obtain further advice.
Access to personal information should not normally be granted until appropriate induction has been completed.
[bookmark: _Toc235387992]20.4 Ongoing Training
The Charity will provide ongoing training to ensure that knowledge remains current and reflects changes in legislation, guidance and organisational practice.
Training may include:
· refresher training;
· online learning;
· internal briefings;
· policy updates;
· practical exercises;
· lessons learned from incidents; and
· role-specific training where appropriate.
The frequency of refresher training will be determined according to organisational needs and identified risks.
[bookmark: _Toc235387993]20.5 Role-Specific Training
Some individuals require enhanced training because of the nature of their responsibilities.
Enhanced training may be provided for:
· the Chief Executive;
· Trustees;
· the Designated Safeguarding Lead (DSL);
· managers;
· staff responsible for finance or HR;
· individuals handling Subject Access Requests;
· individuals managing personal data breaches; and
· those responsible for procurement or introducing new information systems.
[bookmark: _Toc235387994]20.6 Awareness
Formal training alone is not sufficient to maintain effective data protection.
The Charity will promote awareness through activities such as:
· policy reminders;
· staff meetings;
· newsletters;
· learning from incidents;
· updates following changes in legislation;
· cyber security awareness campaigns;
· guidance issued by the Information Commissioner's Office (ICO); and
· National Cyber Security Centre (NCSC) advice where appropriate.
The Charity encourages individuals to seek advice whenever they are uncertain about how personal information should be handled.
[bookmark: _Toc235387995]20.7 Responsibilities
All individuals working on behalf of the Charity are responsible for:
· completing required training;
· complying with organisational policies;
· protecting confidential information;
· reporting concerns promptly;
· participating in refresher learning where required; and
· maintaining good information governance practices in their day-to-day work.
Managers are responsible for ensuring that appropriate training is completed by individuals within their areas of responsibility.
Trustees are responsible for ensuring that adequate governance arrangements exist to support organisational compliance.
[bookmark: _Toc235387996]20.8 Training Records
The Charity will maintain appropriate records of completed training where relevant.
Training records may include:
· participant name;
· training completed;
· provider;
· completion date;
· expiry or review date where applicable; and
· any identified follow-up actions.
Training records support organisational assurance and may be requested during audits, inspections or funding assessments.
[bookmark: _Toc235387997]20.9 Monitoring and Evaluation
The Charity will periodically evaluate the effectiveness of its data protection training programme.
This may include consideration of:
· incident trends;
· audit findings;
· staff feedback;
· changes in legislation;
· emerging cyber risks;
· compliance monitoring; and
· lessons learned from complaints or breaches.
Where improvements are identified, training programmes will be updated accordingly.





[bookmark: _Toc235387998]Training and Awareness – Summary
	Area
	Organisational Commitment

	Induction
	New personnel will receive data protection information before processing personal data.

	Refresher Training
	Training will be refreshed periodically to maintain competence.

	Role-Specific Learning
	Individuals with additional responsibilities will receive enhanced training where appropriate.

	Awareness
	Data protection awareness will be promoted throughout the Charity.

	Training Records
	Records of completed training will be maintained where relevant.

	Continuous Improvement
	Training will be reviewed and updated in response to organisational learning and legislative change.



[bookmark: _Toc235387999]21. Monitoring, Audit and Policy Review
[bookmark: _Toc235388000]21.1 Introduction
Polish Centre for Music Education CIO ("the Charity") is committed to ensuring that its data protection arrangements remain effective, proportionate and compliant with applicable legislation and recognised good practice.
The Charity recognises that compliance with the UK General Data Protection Regulation (UK GDPR) is an ongoing process requiring regular monitoring, review and continuous improvement.
This Policy will therefore be subject to periodic review to ensure that it continues to reflect the Charity's activities, organisational risks and legal responsibilities.
[bookmark: _Toc235388001]21.2 Monitoring Compliance
The Charity will monitor compliance with this Policy through a range of proportionate assurance activities.
These may include:
· routine management oversight;
· periodic internal reviews;
· monitoring of personal data breaches;
· review of Subject Access Requests;
· review of complaints relating to personal information;
· review of information sharing practices;
· review of records retention arrangements;
· monitoring staff training completion;
· supplier assurance; and
· review of information security incidents.
Monitoring activities are intended to identify opportunities for improvement as well as areas of good practice.
[bookmark: _Toc235388002]21.3 Internal Audit
Where appropriate and proportionate to the Charity's size and resources, periodic internal audits may be undertaken.
Audits may examine areas including:
· compliance with this Policy;
· implementation of organisational procedures;
· lawful bases for processing;
· privacy notices;
· safeguarding records;
· information security arrangements;
· retention practices;
· access controls;
· processor agreements;
· records of processing activities; and
· implementation of recommendations from previous reviews.
Audit findings will be documented and reported to senior management and Trustees where appropriate.
[bookmark: _Toc235388003]21.4 Corrective Actions
Where monitoring or audit activities identify weaknesses or areas for improvement, the Charity will take appropriate corrective action.
Corrective actions may include:
· updating policies;
· revising procedures;
· additional staff training;
· strengthening technical controls;
· improving documentation;
· updating contracts;
· introducing new governance measures; or
· reviewing organisational risks.
The Charity will seek to implement corrective actions within reasonable timescales according to the level of risk identified.
[bookmark: _Toc235388004]21.5 Reporting to Trustees
Trustees have overall responsibility for ensuring that appropriate governance arrangements exist for the protection of personal information.
The Chief Executive will report significant data protection matters to the Board where appropriate, including:
· reportable personal data breaches;
· significant complaints;
· major audit findings;
· regulatory investigations;
· substantial changes in legislation;
· significant organisational risks; and
· progress against improvement actions.
Trustees will use this information to support effective governance and organisational oversight.
[bookmark: _Toc235388005]21.6 Continuous Improvement
The Charity is committed to developing a culture of continuous improvement in information governance.
Improvements may arise from:
· legislative changes;
· guidance issued by the Information Commissioner's Office (ICO);
· National Cyber Security Centre (NCSC) advice;
· learning from incidents;
· audit recommendations;
· staff feedback;
· participant feedback;
· technological developments; and
· changes in organisational activities.
Continuous improvement supports the Charity's commitment to accountability, transparency and public trust.
[bookmark: _Toc235388006]21.7 Policy Review
This Policy will be reviewed:
· at least every two years;
· sooner where significant legislative changes occur;
· following major organisational changes;
· after significant personal data breaches;
· following major audit findings; or
· where identified through organisational learning.
Earlier review may also be undertaken where changes to the Charity's activities require amendments to this Policy.
[bookmark: _Toc235388007]21.8 Version Control
The Charity will maintain appropriate version control arrangements for this Policy.
Document control will normally include:
· version number;
· approval date;
· review date;
· approving body;
· document owner;
· summary of amendments; and
· distribution arrangements.
Only the current approved version of this Policy should be used for operational purposes.
[bookmark: _Toc235388008]21.9 Availability
This Policy will be made available to:
· Trustees;
· employees;
· volunteers;
· contractors where appropriate;
· auditors;
· regulators where required; and
· other stakeholders where appropriate.
Supporting procedures, templates and guidance documents will be maintained separately as controlled documents.
[bookmark: _Toc235388009]Monitoring, Audit and Policy Review – Summary
	Area
	Organisational Commitment

	Monitoring
	Compliance will be monitored through routine governance activities.

	Audit
	Internal audits may be undertaken to assess compliance and identify improvements.

	Corrective Actions
	Identified weaknesses will be addressed proportionately and without unnecessary delay.

	Trustee Oversight
	Trustees will receive appropriate assurance regarding data protection compliance.

	Continuous Improvement
	Learning from audits, incidents and legislative changes will strengthen organisational practice.

	Policy Review
	This Policy will normally be reviewed every two years or sooner where required.

	Version Control
	Document control arrangements will ensure that only the current approved version is in use.

















[bookmark: _Toc235388010]22. Document Control
	Document Title
	Data Protection Policy

	Organisation
	Polish Centre for Music Education CIO

	Document Owner
	Chief Executive Officer

	Approved By
	Board of Trustees

	Approval Date
	19.07.2026

	Effective From
	19.07.2026

	Review Frequency
	Every two years (or sooner if required)

	Next Review Date
	19.07.2028

	Version
	Version 1.0

	Related Policies
	Information Security Policy; Safeguarding Policy; Privacy Notices; Data Retention & Disposal Policy; Subject Access Request Procedure; Data Breach Response Procedure; Records Management Policy; Risk Management Policy

	Related Registers
	Record of Processing Activities (ROPA); Personal Data Breach Register; Data Retention Schedule; International Data Transfer Register; Special Category Data Register; Information Asset Register

	Applies To
	Trustees, employees, volunteers, contractors and all individuals processing personal data on behalf of the Charity










[bookmark: _Toc235388011]Appendix A – UK GDPR Principles
	Principle
	What it means in practice

	Lawfulness, Fairness & Transparency
	We process personal data lawfully and explain clearly how it is used.

	Purpose Limitation
	We only use information for specified and legitimate purposes.

	Data Minimisation
	We collect only the information we genuinely need.

	Accuracy
	Personal information is kept accurate and up to date.

	Storage Limitation
	Data is retained only for as long as necessary.

	Integrity & Confidentiality
	Appropriate technical and organisational security measures protect information.

	Accountability
	We can demonstrate compliance with UK GDPR.



[bookmark: _Toc235388012]Appendix B – Lawful Bases for Processing
	Lawful Basis
	Typical PCEM Example

	Consent
	Photography consent, marketing emails

	Contract
	Delivering music lessons or holiday programmes

	Legal Obligation
	HMRC, Charity Commission requirements

	Vital Interests
	Medical emergency during activities

	Public Task
	Usually not applicable

	Legitimate Interests
	Managing programmes, safeguarding administration, communicating with participants (where appropriate)



[bookmark: _Toc235388013]Appendix C – Special Category Data
	Category
	Example

	Health
	Allergies, medication, disabilities

	Ethnic Origin
	Diversity monitoring where appropriate

	Religion
	Dietary requirements or faith-related events where relevant

	Biometrics
	Normally not processed

	Sexual Orientation
	Normally not processed

	Political Opinions
	Not processed

	Trade Union Membership
	Not processed

	Genetics
	Not processed




[bookmark: _Toc235388014]Appendix D – Individual Rights under UK GDPR
	Right
	Applies?

	Right to be informed
	✔

	Right of access
	✔

	Right to rectification
	✔

	Right to erasure
	✔ (where applicable)

	Right to restrict processing
	✔

	Right to data portability
	✔ (where applicable)

	Right to object
	✔

	Rights relating to automated decision making
	✔



[bookmark: _Toc235388015]Appendix E – Information Security Checklist
Before processing personal data, ask:
☐ Do I need this information?
☐ Am I authorised to access it?
☐ Is my device secure?
☐ Is MFA enabled?
☐ Am I sending this to the correct person?
☐ Should I use BCC?
☐ Does this email contain unnecessary personal information?
☐ Should the attachment be password protected?
☐ Could someone else see my screen?
☐ Am I storing this information in the correct location?


[bookmark: _Toc235388016]Appendix F – Privacy by Design Checklist
Before introducing a new project:
☐ Have we identified the lawful basis?
☐ Is a Privacy Notice required?
☐ Is consent needed?
☐ Do we really need all this data?
☐ Is a DPIA required?
☐ Is children's data involved?
☐ Will data leave the UK?
☐ Have suppliers been checked?
☐ Are retention periods defined?
☐ Have security arrangements been reviewed?
[bookmark: _Toc235388017]Appendix G – Data Protection Impact Assessment (DPIA) Screening
Answer Yes/No:
· Will we process children's data?
· Will we process Special Category Data?
· Will large volumes of personal data be collected?
· Will new technology be introduced?
· Will data be transferred internationally?
· Will automated decision-making be used?
· Will there be monitoring of individuals?
· Could the processing create a high risk to individuals?
If Yes to one or more questions, a DPIA should be considered before implementation.
[bookmark: _Toc235388018]Appendix H – Personal Data Breach Response Flowchart
[image: Personal data breach response flowchart]





[bookmark: _Toc235388019]Appendix I – Roles and Responsibilities Matrix
	Activity
	Trustees
	CEO
	Managers
	Staff
	Volunteers

	Approve Policy
	✔
	
	
	
	

	Monitor Compliance
	✔
	✔
	✔
	
	

	Handle SARs
	
	✔
	
	
	

	Report Breaches
	
	✔
	✔
	✔
	✔

	Complete Training
	✔
	✔
	✔
	✔
	✔

	Protect Personal Data
	✔
	✔
	✔
	✔
	✔



[bookmark: _Toc235388020]Appendix J – Definitions
A glossary of key terms used throughout the policy.
	Term
	Definition

	Personal Data
	Any information relating to an identified or identifiable individual.

	Processing
	Any operation performed on personal data.

	Data Subject
	The individual whose data is processed.

	Data Controller
	The organisation deciding how and why data is processed.

	Data Processor
	An organisation processing data on behalf of the controller.

	Personal Data Breach
	A breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data.

	Special Category Data
	Sensitive personal information requiring additional protection under UK GDPR.

	Subject Access Request (SAR)
	A request by an individual to access their personal data.

	DPIA
	Data Protection Impact Assessment.

	ICO
	Information Commissioner's Office.
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